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BBenenue

CoracHO pOCCHIICKOMY 3aKOHOAATENbCTBY MH(GOPMAIMOHHAsE 0€30MacHOCTh JIeTen
— 3TO COCTOSIHHE 3AIlUIIEHHOCTH J€TEW, TP KOTOPOM OTCYTCTBYET PHUCK, CBSI3AHHBIM C
NpUYMHEHNEM HMH(pOpMAIMEil, B TOM YHUCIIe pacnpocTpaHsieMoil B ceTu MHTepHET, Bpeaa
UX 3JI0POBBIO, PU3NUECKOMY, ICUXUYECKOMY, TYXOBHOMY U HPAaBCTBEHHOMY Pa3BUTHIO.

JlaHHblE METOAMYECKHE PEKOMEHJAIMu pa3paboTaHbl B  COOTBETCTBUU C
denepanbHbIM 3aKOHOM OT 29.12.2010 N 436-D3 (pen. ot 28.07.2012) "O 3amure aerei
oT UH(OpMaIU, TPUUMUHSIIONIEH Bpel UX 3J0POBBIO U PA3BUTHIO".

[ens maHHBIX METOAMYECKUX PEKOMEHJAIMN - 03HAKOMUTH POAUTENeH (3aKOHHBIX
npeicTaBUTeNIel) ¢ BO3MOXKHOCTBIO M HEOOXOAMMOCTBIO OpraHU3AlMU POJUTEIHCKOTO
KOHTpOJISI 3a JOCTYNIOM JeTell B ceTh HMHTepHeT. MeTtonnueckue peKoMEHIaluuu
MpeaHa3HAYeHbl Il POJAUTENIed (3aKOHHBIX MpeAcTaBUTENEeH), T.K. oOecrneueHue
6e3omacHocTH AeTeil B ceTn MIHTEpHET HEBO3MOXKHO O3 TpuBiIeUeHUs poauTesneii. YacTto
POAUTENHN HE TOHUMAIOT U HEJIOOLICHUBAIOT YIPO3bl, KOTOPBIM MOABEPraeTcs UX peOeHOK,
HaXoJ4ACh B ceTu IHTEpHET.

C poautensiMu HEOOXOAUMO BECTH MOCTOSHHYIO Pa3bsCHUTENIbHYIO padoTy, T.K. 0€3
MMOHUMAHUSI POAUTEISIMUA JaHHOW MPOOJIeMbl HEBO3ZMOKHO €€ YCTPAHUTh CHJIAMH TOJIBKO
o0pa3oBaTeIbHOM OpraHu3alii, U TeM 0oJiee OTAeNbHOTO mnenarora. Ha poaurenbckux
coOpaHusiX, JEKTOPUAX, BCTpEUYaxX CO CHEIUAIMCTAMH HY>KHO 3HAKOMUTh MX C BUIaMU
CYILIECTBYIOIIUX HHTEPHET yrpo3, PEKOMEHIAIUSMH 10 OOecleyeHuto Oe30MacHOCTU
peOeHKa B CETH OTBETCTBEHHOCTH POJAUTEIICH.



OO0muii anaau3 nNpodaeMbl M1 He0OXOAMMOCTD 3aIIMTHI AeTel B ceTd UHTEpHeT

XXI Bek cran nepuoaoM (pyHIaMEHTaIBLHOTO POCTA U PAa3BUTHUS PA3IMYHBIX BHIIOB
MaccoBoil wmH(popmaruu, WHOOPMAIMOHHBIX W KOMMYHHKAITMOHHBIX TEXHOJOTHH,
rinobansHON cetn MHTEepHET M MHPOpMAIIMOHHOTO 001ecTBa. Bee 3T0 Okas3piBaeT camoe
npsiMOe BO3ACMCTBHE HAa SMOIMOHAIbHOE M (DHU3MUECKOE pPa3BUTHE TMOJPACTAIOLIETO
nokosienus. CerofHss MHOTHE Yy4eHble OOECIOKOEHbl HETaTUBHBIM  BIIUSHUEM
UH(OPMAITMOHHOTO HACUJTUS HA ACTCKYIO IICUXUKY.

[locnennue ronabl ObUIM O3HAMEHOBAHBI OOJBIIUM  KOJIMYECTBOM T'POMKHX
WHIUCHTOB, CBSI3aHHBIX C HETATUBHBIMU TOCIEACTBUAMU HapyIllIeHUH MHGOPMAIIMOHHON
6e3onacHoctu neredl. B Poccuun mposkuBaet nmoutu 21 MWUIMOH jAeTei B Bo3pacte a0 14
ner. M3 Hux 10 MWUIMOHOB aKTUBHO ToOJb3yeTcs WHTEpHETOM, YTO COCTaBIISIET
18% wHTEepHET-ayIUTOPUH HAIIICH CTPAHBI.

B commanpHOM TpocTpaHCTBE MH(POPMAIIUS PACTIPOCTPAHIETCS OBICTPO, Oaromaps
TEXHUYECKUM BO3MOXKHOCTAM. Cama wuH(MOpMAIUs 4YacTO HOCHUT NPOTHBOPCUUBBIN,
arpeCCUBHBIA W HETaTUBHBIM XapakTep U BIMSET HA COIMAJIbHO-HPABCTBECHHBIC
OpPUEHTUPHI OOIECTBEHHOM JKM3HU. B CBsI3W ¢ 53TUM, BO3HUKAaeT Mpodiema
MH(POPMAITMOHHOM O€30MacCHOCTH, O€3 pelICHHs] KOTOPOU HEe MPECTABISIETCS BO3MOXKHBIM
MOJIHOLEHHOE Pa3BUTHE HE TOJBKO JIMYHOCTH, HO U oOuiecTBa. COBPEMEHHBIN IIKOJBHUK,
BKJIIOYCHHBI B TMPOLIECC TMO3HAHMS, OKa3bIBAETCA HE3AUIUMIIEHHBIM OT TIOTOKOB
undopmaruu. [Ipomaranma KECTOKOCTH  CpeACTBAMHM  MaccoBOW  MHGOpMAIINH,
BO3pacTaroias poiab MHTepHEeTa, OTCYTCTBUE LIEH3YPHI SBISIETCS HE TOJBKO COIMATIBHOM,
HO U NeAarornyeckou npooiaemMon.

CoBpeMEHHBIN TOAPOCTOK BCE MEHbIIE OOIIAETCs B PEATbHOM JKU3HU CO
CBEpCTHHKAaMH, JIPy3bsIMH, OJHOKJIACCHHUKaMH. B  cpegHecTaTUCTHYECKONM CEMbE
TEJIEBU30pD BKJIKOYEH 10 7-8 dYacoB B [I€Hb, a LEHTPOM BHUMAHHUSA JIE€TEU
ABJISIETCS] KOMIIBIOTEP - 10 CTATUCTUKE, HA IIKOJbHUKOB IMPUXOJIUTCA OKOJIO 3-4 yaca B
JI€Hb, YTO pPaBHO3HAYHO TATH YypokaM B MmKoje. COBpEeMEHHbIE TaJKETh
u HTEepHET 3aMEHUIN JIeTAM NpPOryJKH Ha YJIUIE, OOIIEHHE CO CBEPCTHUKAMHU U
ponutensiMu. CeroHs B 0OIIECTBE aKTyajbHa CleAyromias npodjieMa — HeOrpaHUYEHHbBIN
OCTyM peOeHka K ceTu HTepHer.

B Poccunm 1 cents6ps 2012 roma Berynmun B cuiny DenepanbHblii 3aKOH OT
29.12.2010 N 436-®3 (pea. ot 28.07.2012) "O 3ammre aeTel oT HHPpOpPMAIUU,
MPUYUHSAIONIEN BpEJ UX 30POBBIO U PA3BUTHUIO".

JIaHHBIM 3aKOH pETryJIupyeT OTHOLICHWS, CBSA3aHHbIE C 3allUTOW JETEed OT
TPaBMUPYIOIIETO UX MCUXUKY UHPOPMAITMOHHOTO BO3/IEUCTBHS, )KECTOKOCTA M HACWIIHS B
oomenoctrynueix CMU. K undopmanuu, 3anpemieHHON s o0opoTa Cpenu IeTe,
OTHOCHUTCS UH(DOpMAIH:

. noOy >KaaroIias 1eTeid K COBEPIICHUIO JCHUCTBUM, MPEACTABISIONINX YIPo3y
UX JKU3HU U (WIK) 3J0pOBbIO, B TOM YHUCJIE€ K MPUYMHEHHUIO Bpella CBOEMY 370pPOBBIO,
caMOyOUICTBY;

. criocoOHasi BbI3BATh Y JIETEH KeJlaHue yNnoTPpeOUTh HAPKOTUUECKUE CPECTBA,
MICUXOTPONHbBIEC U (MJIM) OJYPMaHUBAIOIINE BEIECTBA, TAOAYHbIE U3/ENHs, AIKOTOJIbHYIO
U CIHUPTOCOJIEPKAILYIO TPOAYKIMIO, TUBO U HATUTKU, U3TrOTABIIMBAEMbI€ HA €r0 OCHOBE,
MIPUHATH YYACTHUE B @3apTHBIX UTPax, 3aHUMATHCS MPOCTUTYIIUEH, OPOISHKHUYECTBOM WJTH
MONPOLIAWHUYECTBOM;



. 000CHOBBIBAIOIAs WJIM OMPABIBIBAOINIAS JOMYCTUMOCTh HAaCHIIUS U (WJIN)
KECTOKOCTH, JHO0 mMOOYKIarIias OCYIIECTBISATh HACHUIBCTBEHHBIE JEHCTBUS TI0
OTHOLIECHHUIO K JIFOASIM WM KUBOTHBIM, 32 UCKJIIOUYEHUEM CIIy4aeB, MPEAYCMOTPEHHBIX
HacTos M DenepasbHbIM 3aKOHOM;

. OTpHUIIAIONIAsl CEMEiHBbIE LIEHHOCTH U (opMHpyIOIIas HEyBaKEHUE K
poauTensaM U (WIK) APYTHM YJI€HAM CEMBU;

. OIpPaB/IbIBAOIIAs IPOTHBONPABHOE MTOBEACHUE;

. coJieprKaliasi HELIEH3YpHYIO OpaHb;

. coJeprkaiast “HpopMaluio NOPHOrpahUIECKOTo XapakTepa.

O60poT Takoil HH(pOPMALIUK HE JOMYCKAETCs CPe/in JETE B MECTaX, TOCTYIHBIX JIJIs
neTeil, 0e3 MPUMEHEHUs] aIMUHUCTPATUBHBIX U OPraHU3ALMOHHBIX MEp, TEXHUYECKHX,
IPOrpaMMHO-aIIAPATHRIX CPEACTB 3AITUTHI JETEH OT TaKoW HHMOpMAaIUu.

JleTeit 1 MoapOCTKOB, 6€3 BCIKOIO COMHEHHMSI, HY>KHO 3alIHUINATh OT pa3pylIatoniero
WH()OPMAITMOHHOTO BO3ACHCTBUS Ha WX HEC(OPMUPOBABIIYIOCS JTUIHOCTHh. Kpome 3ToroO,
uH(OpMAITMOHHAS TIPOIYKIINS, 3allpeIeHHas Uil AeTe, HE MOXKET PaclpOCTPAHITHCS B
MpeHA3HAYEHHBIX JUIsSl IETe 00pa30BaTENIbHBIX OpPraHU3aIUsAX, AETCKUX MEIUIIUHCKUX,
CAHATOPHO-KYPOPTHBIX,  (PU3KYJIBTYPHO-CIIOPTUBHBIX  OpraHU3alUsAX, OpraHU3aIusiIx
KYJbTYpPbl, OpTaHU3AIUSIX OT/AbIXa U O3/IOPOBJICHUS JETEH WU HA PACCTOSIHUU MEHEE YeM
CTO METPOB OT IPaHUI] TEPPUTOPUH ITUX OPTaHU3ALIMIA.

B 3akone ompepenstorcss BUIbl MHPOpPMAIIUU, PAaCIPOCTPAHEHUE KOTOPOU cpeau

neren ONpEIECIICHHBIX BO3PACTHBIX KaTeropui OTPaHUYEHO, K Hel
OTHOCHUTCS UH(DOpMaIus:
. npeacTaBisgeMas B BHUAC HW300paKEHUS WJIM OINMCAaHUA JKECTOKOCTH,

dbusnyeckoro W (WJIM) TICUXHYECKOTO HACWJIMS, TPECTYIUICHHS WJIM  HHOTO
AHTHUOOIIIECTBEHHOTO JICHCTBHS;

. BBI3BIBAIOIIAS y JIeTeH CTpaxX, yKac WM TaHUKy, B TOM YHCJE
MpeACTaBIsieMasl B BUAC W300PKCHUSI WM OINKMCAHWS B YHWIKAIOMICH YEJIOBEUYECKOE
JIOCTOMHCTBO (opMe HEHACUIIbCTBEHHOM CMepTH, 3a0o0JieBaHMs, CaMOYyOUICTBa,
HECYACTHOTO CIIy4asi, aBapuM UM KaTacTpo(sl U (WIIH) UX MOCIEACTBUM;

. npejcTaBisgeMas B BUAEC M300paKCHUsI WU OMUCAHUS MOJIOBBIX OTHOIICHUMN
MEXAY MY>KUMHOM U KEHIIMHOM;

. cojieprkailiasi OpaHHbIE CJIOBA U BBIPAXKEHUSI, HE OTHOCSIIUECS K HEIIEH3YPHOM
Opanu.

Pacnipoctpanenne Takod WHGOPMAIMOHHON MPOAYKIIMH JOMYCKAEeTCs Cpeau JeTei
OTpENETCHHBIX BO3PACTHBIX TPYIIN TMpPU COONIOACHUHM oO0JjaaareneM uHpopMauu
YCTAaHOBJICHHOTO 3aKOHOM MOpSKa JOCTyna jaeTed Kk mHbopMmanuu (B YaCTHOCTH, TPH
YCJIIOBUH, YTO B WH()OPMAIMOHHON MPOIYKIIUU COACPKHUTCS UEs TOpKeCTBa Ao0pa Haj
3]I0M, COCTpaJlaHue K >KEPTBE HACHUIINSA, OCY)KJICHHE HACUIIHS, a U300paKEeHUE U OMHUCAHUE
HACWJIUS, >KECTOKOCTH, AHTHUOOIIECTBEHHBIX JEUCTBUI HOCUT HEHATYypaJTMCTUUYCCKUIA,
KPaTKOBPEMEHHBIN WX SMTU30AMUYECKUN XapaKTep U T.I1.).
3aKOHOM yCTaHaBIMBAETCS KiIacCU(PUKALMS MHPOPMALMOHHON NPOAYKIIUH 11O TSITH
BO3PACTHBIM KaTE€TOPHSIM:

1. urdopmarnmonHas NpoAyKIUs JJis JeTel, He JOCTUTIINX BO3pacTa IIeCTH
JIET;

2. uH(pOpMalMOHHAs TPOIYKIHUS IS I€Tel, JOCTUTIINX BO3pacTa MIECTH JIET;

3. uHpOpMaLMOHHAs MTPOIYKUHUS JIJIS IETEeH, JOCTUTIIMX BO3pacTa IBEHAILATH
JIET;



4. wHbOopMAaIIMOHHAS MPOXYKIIHS IS AETEeH, TOCTUTTIINX BO3pACTa MEeCTHAIIATH
JIET;
5. uH(pOpPMANMOHHAS TTPOTYKIIHS, 3aIPEIIeHHAs IS TETEH.



KonrenTHble prcku. UTo 3TO Takoe U Kak UX H30eKaTh?

KoHTeHT — 3TO HamojHEHHe WM COJAEp)KaHHE KaKoro-mmdo HHGOPMALMOHHOTO

pecypca: TekcT, rpaduka, My3blKa, BUACO, 3BYKH U T.1. (HampuMep, KOHTEHT MUHTEPHET-
caiita); MOOWIbHBIA KOHTEHT — MYJbTUMEIUWHOE HAIMOJIHEHHWE, aJalTUPOBAHHOE IS
MCIIOJIb30BaHUsI B MOOMJIBHBIX YCTpOHCTBaxX (TenedoHsl, cMapTHOHBI, KOMMYHHUKATOPHI U
T.JA.): TEKCT, rpaduka, My3blKa, BHJEO, WIPHI, JTOMOJIHUTEIHHOE MPOTPAMMHOE
oOecrieueHue.
Nudopmanus HexxenaTeaIpHOr0 XapakTepa, KoTopas HeceT B ce0e KOHTEHTHbIE PUCKH, —
ATO paszfuyHble WH(OPMAIMOHHBIE PECYpPChl (TEKCThI, KApTUHKHU, ayJIuO0, BUIEO(haNIbI,
CCBUIKM Ha CTOPOHHHME PECypChl), COJEpKalue MPOTUBO3AKOHHYIO, HEITHUUYHYIO U
BPEAOHOCHYIO UH(OPMAIHIO.

K npoTuB03akOHHOM, HEATUYHOMN U BPEIOHOCHOW UH(DOPMAILIUU OTHOCATCS:

+IIPONIAraH/1a HACWIIMS, )KECTOKOCTU U arpeCcCuu;

ePa3)KUTaHUE PACOBOM HEHABHUCTH, HETEPIIMMOCTH 10 OTHOILLIECHHIO K APYTUM JIIOISAM
10 HAIMOHAJIBHBIM, COLMAJIBHBIM, IPYIIIIOBBIM IPU3HAKAM;

eIIPONAra”ia CynIuaa;

+IIPOTIAraH/Ia a3apPTHBIX WUID;

*IIPOMIAraH/ia ¥ PacIPOCTPAHEHNE HAPKOTUUECKUX U OTPABJISAIOIINX BEIIECTB;

ellpONAraHAa JEATEIbHOCTH pAa3JIMYHBIX CEKT, HEPOPMAJIBHBIX MOJOJEKHBIX
JIBUKCHUM;

*3POTHKA U MOPHOTpadus;

eHELICH3ypHAs JIEKCHUKA U T.J.

B ceru HUuTepHer Takyro MH(GOpMaLKI0O MOXHO BCTPETUTH MPAKTUUYECKH BE3JE: B
COLIMAJIbHBIX CETAX, OJI0Tax, NEPCOHAIBHBIX cailiTax, BUIEOXOCTUHTraxX U Jp. He aBnsoTcs
UCKJIIOYEHHEM U MOOUJIbHBIE CEPBUCHI.

Pa3menienne npoTuBO3aKOHHOW MH(popManuu B ceTu WHTepHET mpecienyercs 1o
3aKOHY. JTO OTHOCHUTCS B MIEPBYIO OUEPEb K PACIIPOCTPAHEHUIO HAPKOTUYECKUX BEILIECTB,
MOPHOTPaPUUECKUX MAaTEepUaioB, OCOOEHHO C YYaCTHEM HECOBEPIICHHOJETHUX,
MPU3bIBAM K PA3KUTaHUIO HALMOHAIBHOW PO3HU M DKCTPEMUCTCKUM JEUCTBHSM. B
POCCUICKOM 3aKOHOJATEIbCTBE €CTh BO3MOKHOCTH B COOTBETCTBHM CO CTaThsIMU
YTOJIOBHOTO KOJI€KCa IMPHUBJIEYb K AJIMUHUCTPATUBHOU M YTOJOBHOM OTBETCTBEHHOCTH 32
pacnpocTpaHeHUuEe TMOJOOHOIO0 HETaTUBHOIO KOHTEHTA BIAJENBLIEB CAlTOB, a TaKke
aBTOPOB IEKTPOHHBIX TEKCTOB U BUACONPOLYKLIUH.

HesTuunsiif, npoTuBOpevanuii TPUHATHIM B OOIECTBE HOpPMaM MOpad U
COLMAJIbHBIM HOpPMAaM, KOHTEHT HE 3aIlpelleH K PacIpOCTPAHEHUIO, HO MOKET COAEPKATh
uH(popMaIMo, CHOCOOHYIO OCKOpOWUTH TOJIb30BATENIEM W OKa3aTh BPEIOHOCHOE
Bo3jaciicTBue. [lomoOHas mHDopManus He momaaacT Mo ACHCTBHE YrOJOBHOTO KOJCKCA,
HO MOJKET OKa3aTb HETraTMBHOE BIUSHUE Ha ICHUXHKY 4YeJOBEKa, OCOOEHHO peOeHKa.
[IpumepamMu Takux MaTEpUaAIOB MOTYT CIIYXKUTbh IIMPOKO PpaclpOCTPAHEHHBIE B CETHU
M300paKEHHSI CEKCYaJIbHOTO XapakTepa, NOpHOrpadusi, arpecCUBHbIE OHJIAWH-UTPHI,
azapTHble Wrpbl, WHGOpPMAIMS O HE3A0POBOM 00pa3e >KU3HU, NPUHECEHHHM Bpela
3I0POBBIO M )KU3HH, HEIICH3YpHast OpaHb, OCKOPOJICHUS U Jp.

Hestnunas u  BpenoHocHas HH(pOpManMs MOXET ObITh HampaBjieHAa Ha
MAHUITYJIMPOBAHUE CO3HAHUEM U JEUCTBUAMHU pa3jIMUHbIX Trpymn joaen. Takas
uHpopmanusi 4Yacto ObIBaeT 3aMaHYMBOM M OKa3bIBa€T CUJIBHOE IMCHUXOJIOTMYECKOE
JaBJICHWE Ha JeTel U IMOAPOCTKOB, KOTOpPbIE HE CIOCOOHBI 10 KOHIIA OCO3HATh CMBICIH



MPOUCXOJIAIIET0 MU OTKa3aThCid OT NPOCMOTPAa M HW3YYEHHS] CAUTOB C HETaTHUBHBIM
collepkUMbIM. BnustHue momo6HOro poaa mHGOpPMAIMKA HA €IIe HEOKPEMIIYI0 MCUXUKY
JneTed M TMOAPOCTKOB — HEMPEACKa3yeMo; IOJI BO3JAECHCTBUEM TaKUX CANTOB MOKET
MOCTPAaJIaTh HE TOJBKO MCUXUKA, HO M (PU3NYECKOE 3/I0POBhE pEOCHKA.

BpenoHOCHBINT KOHTEHT MOKET MPUBECTH K 3apPaKCHUIO KOMIIbIOTEpAa BUPYCaAMU U
MOTepe BaXKHBIX JaHHBIX. OCOOCHHO OMACHBIMU C ATOM TOYKU 3PEHUSI ABJISIETCS TPOCMOTP
yepe3 cetb MHTepHET TeX WIM HWHBIX BujaeoMmarepuanoB. (OdeHb MHOTHE
pacIpoCTpaHUTEIM HETaTUBHOTO KOHTEHTA MPECIIECAYIOT ONpeeICHHYIO 1Ie)Ib — 3apa3uTh
KOMITbIOTEp, YTOOBI B JajdbHEHIIEM UMETh BO3MOXKHOCTh MAaHMITYJIMPOBATH JaHHBIMU U
JNEUCTBUAMH 3apaXKCHHOIO0 KOMIIBIOTEpA, MOJYYUTh JEHBIM HE3aKOHHBIM CIIOCOOOM.
Takue AEHCTBUA TIPECIHEOyIOTCA IO 3aKOHY B COOTBETCTBUM co cT. 272, 273, 274
YronosHoro koaekca P®.

KontenTHan (l)I/IJIl)Tpa]_[I/Iﬂ AOMAIITHET0 HHTCPHETA POAUTEC/ISIMU.

Jlis orpaHuYeHHsi JOCTyNa JeTeil K HeXelaTeabHOMY, OIAaCHOMY KOHTEHTY B
HACTOSAIIEE BPEMSI MMEETCS BO3MOKHOCTh BBHIOpATh KaKk KOMMEpUYECKOe, TaK U CBOOOIHO
pacmpocTpaHsieMoe ImporpamMMHoe oOecrieueHne, cepBUchl, Tapudubie ommmu WHTEpHET-
MPOBalIEPOB, CIEIMATIbHBIE BOZMOKHOCTH aHTUBHPYCHBIX MTPOTPAMM.

[IpuHuun paboThl 3TUX CHCTEM OOBIYHO CTPOMTCS HAa YEpPHBIX (3alpelieHHbIX) U
OenbIx (pa3pellieHHbIX) CIUCKaX, MO0 Ha ocHoBe GuibTparuu. Haunbonee mmpokoe
pacnpoCTpaHEHHUE MOIYYHIIU TPU aIrOpuTMa (PUIBTPALIH:

1. GuabTpalys Mo KIIOYEBBIM CIIOBaM (KOHKPETHBIE CIIOBA M CIOBOCOYETAHUS
MCIIOJIB3YIOTCS [Tl BKITIOUEHUS OJIOKMPOBKH BeO-caiiTa);
2. auHaMudeckas (QuibTpaius (CoIepKUMOe 3ampalirBaeMoro BeO-pecypca

aHaJIM3UpyeTcs B MOMEHT oOpallleHusi, 3arpy3ka CTpaHUI] pecypca B Opaysep
OJIOKHPYETCsl, €CIIN COIEPKUMOE OIPEALIIAECTCA KaK HEXENaTENbHOE);

3. URL-punbsTpanus (3anpammBaeMas CTpaHHIA WIH LENbIA TOMEH, HallpUMED,
dosug.nu, MOryT OBITH ONpENENEHbl UM KaTEropupoBaHbl KaK HEXKeNaTelbHbII pecypc,
BCJIEZICTBUE YETr0 JOCTYMN K TAKUM CTPaHUL[AM OJIOKHPYETCS).

Jlyyme B MHpe CHCTEMbl KOHTEHTHOM uubTpanuu wucnois3yor URL-
(¢unbTpanvio, OCHOBAHHYIO Ha aHaiu3e M kareropusauuun MHTepHeT-pecypcoB. Takoi
MEXaHU3M IMpU3HaH Haubosee 3PPEKTUBHBIM METOAOM (PUIIBTPALIUU KOHTEHTA.

JUIst OrpaHWYeHUsl JOCTYNA HECOBEPIICHHOJETHUX JMI[ K HEXKEIATEJIbHOMY WIIN
OMAaCHOMY KOHTEHTY C HACTOJBHBIX KOMIIBIOTEPOB M MOOMWIBHBIX YCTPOWCTB MOKHO
WCIIOJIB30BaTh AONMOJHHMTENbHbIC ONIUM, NMpeaiaraeMple 00abIMHCTBOM HHTEpHeT-
npoBaiiaepos. 151 3Toro HE0OX0IUMO 0OPATUTHCA B CIIYXKOY TEXHUYECKON TMOIEPKKU
mpoBaiiepa (tenedoH MaHHON CIoy>KObl OOBIYHO YKa3aH B JIOTOBOPE) U BBICKA3aTh
No’KeJaHue MOAKIIOUEHUsI JaHHOW yciayru. [lanee HeoOXoauMo cae10BaTh HHCTPYKIUSAM
oreparopa.

MOXHO Tak»e HCIOIb30BaTh CNEeNUAJIM3MPOBAHHOE NMPOrPaMMHOe obecreyeHue
u cepBuchl. Haubonee momymnspubie, Hekommepueckue Bepcun: SKYDNS, NetPolice
Child, Eyes Relax, Parental Control Bar, Norton Online Family, NetPolice Lite. [Tomumo
ATOr0 CYIIECTBYET BO3MOXKHOCTh BBEJCHHUS OIpPAaHUYEHUS JIOCTYNa K HEXKeJIaTeJbHbIM
caliTaM IyTeM YCTaHOBKM JONOIHEHUH (pacuupennii) B IHTepHeT-Opay3epax, Takux Kak:
Internet Explorer, Mozilla FireFox, Chrome, Opera u npyrux.



OOpamjaeM BHHMMAaHHE, 4YTO Ha JIOMAIIHUX KOMIIBIOTEpaX TaKKe MOXKHO
3aJIeiCTBOBaTh AHTHUBHPYCHbIE NMpOrpamMmbl ¢ (pyHkuuend «Poautenbckuil KOHTPOIbY,
KOTOpBIE€ MOTYT 3alllUTUTh peOEHKAa OT HEXENaTeIbHOrO0 KOHTEHTa. B OCHOBHOM 3TO
kommepueckne mpoayktel: Kaspersky Internet Security 2012, Kaspersky Crystal,
Kaspersky  Internet  Security 7.0, KinderGate  Pomutensckuwii  KOHTPOIb,
ChildWebGuardian, Spector Pro 6.0, KubepMawma, Eset Nod32 u npyrux.

OpnHako cymiecTBYIOT U OecIulaTHble MPOAYKTHI, Hampumep, Avira Free Antivirus
2013 ¢ BeO-mpunoxenueM Avira Free SocialShield.

Hcnonp3oBanne (QyHKIUM POAMTEIBCKOTO KOHTPOJIS MOAPOOHO OMHCAaHO B
MHCTPYKLHUSAX MOJIb30BATENs 1711 aHTUBUpYCA.

Crout obpaTuth 0c000€ BHUMaHHE Ha HaTM4ue (QYHKIIMH POJUTEIHCKOTO KOHTPOJIS
Opyd TPUOOPETEHUH AHTHUBHPYCHOM MporpaMMbl WIM MNPOMJCHHM JIMIEH3UM Ha
CIICAYIOUIMIA TOJ, COOOIIUTh O BalleM >KEJIAaHWHU PACIPOCTPAHUTENIO MPOTPAMMHOTO
obecnieuenus. [IpakTuuecku Bce cOBpeMeHHBIE pa3pabOTUMKH AHTUBUPYCHBIX MaKETOB
UMEIOT B CBOEM apceHalle MPOAYKTHI IJisi oOecrieueHus: 0e30MacHOCTH pebeHKa B CETH,
OJIOKUPOBKH HEXKENATEIHLHOTO U OTIACHOTO KOHTEHTA.

Bo3moskHOCTH POAUTEIBCKOI0 KOHTPOJIAA.

1. Qunbmpusl web-caiimos.

Crnoa-3ampets! (GunbTpsl). Bol 3a1aeTe HaOOp KIIFOUEBBIX CJIOB, U €CJIM YTO-TH00 U3
WX CIHCKa 0OHAPYKUBAETCSl HA Web-CTpaHulle, TO OHA HE OTKPHIBAETCH.

Coznanme Oenoro cnucka. bosee sxecTkuil cnoco® KOHTPOJIA, KOTJa BbI
CaMOCTOSITENIBHO COCTABIISIETE OEJIbIi CIIUCOK CaliTOB, KOTOPbIE MOKET MOCEHIaTh PEOCHOK.

Co3pganue 4epHOro cnucka. B 4epHOM CIHCKE YKa3bIBAIOTCS CaWThl, HA KOTOpbIE
peOeHKyY 3ax0oauTh 3amnpelieHo. [Ipunoxxenue padoraet ¢ 0a30i JaHHBIX, TJ€ COAEPXKATCA
calThl 1Jis B3pocibix. KpaitHe kenatenbHO, 4TOOBI CIIMCOK PETYJISIPHO OOHOBIISIJICS Yepe3
WNHTepHeT, nHAaYe MOSIBJIEHUE HOBBIX PECYPCOB OBICTPO CHENAET 3aLIUTY HEAKTYaJIbHOM.
Ponutenn MoryT paciimpsiTb YEPHBINA COMCOK CAUTOB HAa CBOE YCMOTPEHUE, MPH KEITAHUH,
MCIIOJIb3Yysl aBTOMATU3UPOBAHHYIO HH(POPMALIMOHHYIO CUCTEMY BEICHHS U UCIIOJIb30BAHUS
0a3pl JaHHBIX O calTax, CoJepKalllMX 3alpelléHHYI0 K pacnpocrpaHeHuio B Poccun
uHpopmanuto,  yrBepxkaeHHyro  [loctanoBnenuem  IlpaButensctBa  Poccuiickoi
Oenepanuu ot 26 okTa0ps 2012 roma Ne 1101 «O enuHoM aBTOMaTU3WPOBAHHOM
uHpopmamoHHoi cucrteMe «EIWHBIN peecTp MOMEHHBIX WMEH, YyKa3aTeJjell CTpaHuIl
caliToB B HWH(POpPMAIMOHHO-TEICKOMMYHUKAIIMOHHON cetu «VIHTepHET», U CEeTEeBBIX

aZpecoB, MO3BOJISIONIUX  UJECHTU(DUIIMPOBATH CaMThI B MH(pOPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHOMN ceTu «HTEepHETY, coaepKalue uHbOpMaInIo,
pacrpoCcTpaHeHue KOTOPOM B Poccuiickon denepanuun 3aMpPELIEHOM)
(https://reestr.rublacklist.net).

2. OcpaHuueHue 6pemeHuU, NPOBOOUMO20 PEOEHKOM 3d  KOMHbIOMEPOM.

OmnpenensiiTe pacrmycaHde II0JIb30BaHUS KOMIBIOTEpOM W HMHTepHETOM: BBIOMpaiiTe
JOIYCTUMOE BpEMsSI CYTOK H TPOJODKHTEIBHOCT, pPaboThl. Tak BamM HE mpuaeTcs
MIPOTOHATh PeOCHKA OT KOMIIBIOTEpPA M BCTyNaTh B KOH(IIMKT - CEAHC 3aKOHYHUTCS CaM
co0oii.

3. Yemanoesxa 3anpemos Ha ucnonv3osanue 0emvmu 0OmMoeaibHbiX NPOSPAMM.

Bo m30ekanue pa3MyHBIX HEIOPa3yMEHUH POJHUTETH MOTYT OTPaHUYUThH CITHCOK
UCIIOJIb3YeMBIX PEOEHKOM MPOTPAMMHBIX MPOIYKTOB. bBONBIIMHCTBO COBPEMEHHBIX



OTIEPAIlMOHHBIX CHCTEM MMEIOT B CBOEM COCTaBE MHCTPYMEHT JOCTyIa MOJIb30BATENICH K
MPOTPaAaMMHBIM TPOAYKTaM, YTO JAa€T BO3MOXKHOCTh OTPAaHWYEHUS JO0CTyna peOeHKa K
HEXeIaTeIbHBIM ITPOTrPAMMHBIM MPOTYKTAM.

4. Vnpasnenue oocmynom x uzpoguim npunodceHusM.

B03MOXXHOCTH pPOAMTEIBCKOTO KOHTPOJS TO3BOJISIIOT TIOMOYhL JIETSIM WrpaTh B
Oe3omacHbIe, IPYKETI00HbIC, 3aHUMATEIIbHBIE U 00yUYalOIIUe UTPhI, COOTBETCTBYIONINE UX
BOo3pacTy. B dacTHOCTH, poauTenn MOTYT OJIOKHPOBATh KaK BCE WTPBI, TaK U TOJBKO
HEKOTOphIE M3 HUX. JJOTOJHUTEIHFHO POTUTENM MOTYT yCTaHABIMBATH Pa3pelICHUE WIIH
3aMpeT Ha JOCTYI K OTACIbHBIM WUIpaM, MUCXOJs M3 JOMYCTUMOM BO3PACTHOW OIEHKU M
BHIOOpA TUTIA COACPKIMOTO.

5. Kypuan omuemos o pabome pebenka 3a KOMNbIOMEPOM.

C menplo aHanmM3a TOTO, YeM 3aHUMAJICS PEOCHOK 32 KOMITBIOTEPOM B OTCYTCTBHE
B3pOCIIBIX, KAKHE TIPOTpaMMBI 3aITycKall, Kakue CalThl mpocMaTtpuBai B IHTepHETe, ¢ KeM
oOmiancs u T.JA., POJUTENBCKUI KOHTPOJIb BEJET ayIuT BCEX JNEUCTBUN MOAPACTAIONIETO
moyib30BaTeNsl. B JKypHam 3amuchIBaIOTCS ajpeca IOCEMICHHBIX JEThbMH CTPAHUIL
NuTepHera. B HEKOTOpPHIX mMporpaMMax >KypHal C OTYETOM MOJXKHO TIOJIy4aTh IIO
AIIEKTPOHHOM IMOYTE, YTO OYEHBb YAO0OHO, €CIM POJUTETh HAXOAWTCS BHE JOMa, M XOUYET
MPOCMOTPETH, KAKMUE CAUTHI MOCEIIall peOCHOK.



Kak noMou4b pe0eHKY, ecJif OH yaKe CTOJIKHYJICA ¢ UHTepHeT-yrpo3oii.

- YCTaHOBUTE TMOJIOKUTEIbHBIA 3MOIMOHAJBHBIA KOHTAKT C  PEOEHKOM,
pacmoJIOKUTE €ro K pasroBOopy O TOM, YTO CIy4YWIOCh. Pacckaxure o cBoei
00€CIOKOEHHOCTH TE€M, YTO C HUM IPOUCXOAUT. PeOeHoK noimkeH Bam ToBepsATh U 3HATH,
4yT10 BBI XOTHTE pa3o0parbcs B CUTyallud U IOMOYb €MY, a HE HaKa3aTh.

- [locTapaiiTecb BHUMATEIBHO BBICIYIIATh PACCKA3 O TOM, YTO MPOU30LLIO, TIOHATH
HACKOJIBKO CEPbE3HO IMPOM30LIEANIEE M HACKOJIBKO CEPbE3HO 3TO MOIJIO IOBIUATH Ha
pebeHKa;

- Ecnu peOeHOK paccTpoeH 4eM-TO YBHUJIEHHBIM (HalpUMeEp, KTO-TO B3JIOMaJl €ro
npo¢uiIb B COUAIBHON CETH), UM OH IOMaJl B HENMPUATHYIO CUTyaluto (moTpatui Bamm
WIA CBOU JICHBI'M B PE3yJbTaTe MHTEPHET-MOLIEHHUYECTBA U Ip.) — IOCTapaiiTech €ro
YCIIOKOUTh U BMECTE€ C HUM pa30epuTech B CUTyalldd — YTO IPUBEIO K JaHHOMY
pe3ynbTaTy, Kakue HeBEepHbIE JIEHCTBUS COBEPIINI caM peOeHOK, a rie Brl He pacckaszanu
eMy o IpaBuiax 6ezonacHocTH B IHTEpHETE;

- Ecnu cutyauus cBsizana ¢ HacuinueM B VIHTepHETE IO OTHOLIEHHIO K peOEHKY, TO
HEOOXOAMMO  BBIACHUTH  MH(pOpMalmMio 00  arpeccope, BbIACHUTb  HCTOPHIO
B3aMMOOTHOIIEHUI peOeHKa M arpeccopa, BBIACHUTH CYIIECTBYET JIM JOTOBOPEHHOCThH O
BCTpEYE B peajbHON KU3HU; Y3HATh OBbLIM JIM TaKHE BCTPEUM M YTO M3BECTHO arpeccopy o
pebenke (peanbHOoe uMs, (pamunusi, aapec, TeaedoH, HOMEP MIKOJBI U T.I.), KECTKO
HacTauBaiiTe Ha uW30eraHMM BCTPEY C HE3HAKOMIIAMU, OCOOEHHO O€3 CBUIETelNeH,
IIPOBEPHTE BCE HOBbIE KOHTAKThl pEOCHKA 3a MOCJEeIHEE BPEMS,;

- CoOepure HauOoisiee MOJHYIO HH(OPMALMIO O TPOUCIIECTBUH, KaK CO CJIOB
peOeHKa, Tak ¥ C TIOMOIIbI0 TEXHUYECKUX CPEICTB — 3ailiuTe Ha CTPAaHULBI caiiTa, ruae
Obu1 Bam peGeHOK, MOCMOTpPUTE CHUCOK €ro Apy3ed, mpourute cooOmenus. [lpu
HEOOXOJUMOCTH CKONUPYHTE M COXpaHHUTE 3Ty HHPOpPMAIMI0 — B JaJbHEHIIEM 3TO
MOeT BaMm nmpuroautscs (Hanpumep, i1 0OpalieHus: B IpaBOOXPAaHUTEIbHBIE OPTaHbl);

- Eciu Bbl He yBepeHbI B OLICHKE CEPhE3HOCTH Mpou3ouieanero ¢ Bammm pedeHkom,
MM peOCHOK HEAOCTaTOYHO OTKPOBEHEH ¢ BaMu miii BooOIIe HE TOTOB MJITH HA KOHTAKT,
uin Bbl He 3HaeTe Kak MOCTyNUTh B TOW MM HHOM CUTyallud — OOpaTUTECh K
cnequanucTy (tenedoH T0oBepHs, ropsyast JIMHUA U 1p.), rae Bam nagyT pekoMeHaanuu o
TOM, KyJa U B Kakoi ¢opme oOpaTUThCs, eciii TpeOyeTcss BMENIaTeIbCTBO APYTUX CITYKO
u opranuzanuit (MB]], MUC, Cectpsl u ap.)

CepBucChI, N03BOJIAIOLINE POAUTEISIM KOHTPOJIMPOBATH
ucnoJib3oBanue MUHTepHeTa 1eTbMHU

KuoepMama™ http://www.cybermama.ru - mporpamMma Jijisi OrpaHU4YEeHUSI BPEMCHH
paboThl Ha KOMIIbIOTEPE AeTel U MoApocTKOB. [1o3BosieT co3naBarh pacnucaHue paboThI
pebeHKa 3a KOMITBIOTEpPOM M aBTOMATHUYECKHM KOHTPOJIMPOBATH HEXKENATENbHBIX UTP U
nporpamM, OjokupoBaTh goctyn B Hutepuer. Ilporpamma mpocTta W TIOHSATHa B
WCTIOJIb30BaHUU M HE TpeOyeT OT pOAMTENCH ClelranbHBIX KOMITBIOTEPHBIX HAaBBIKOB U
3HAHUMU.

NetKids - cepBuc, KOTOPBIN TTO3BOJISIET POAUTEISIM KOHTPOJIUPOBATH UCIIOJIB30BAHHE
untepHeta netbMu. NetKids 31o: BrnokupoBka noctyna k omacHbIM caitaMm; OT4YeThl O
MOCEIIEHHBIX caiiTax; MOHUTOPHUHT OOIICHHS B CONMATBHBIX ceTsaX; KOHTpomb 3arpy3ku
dotorpaduit u nuuHoi wmHbopmaru; OTYETH O MOUCKOBBIX 3ampocax; MOHUTOPUHT



MOYTOBBIX COOOIIEHUH U 3amucel B 6iorax. Bes paborta ocymiecTisercs yepe3 yA0OHbIN
Y TIOHATHBIA wWeb-unTepdeiic.

KinderGate Poauteinbckuii  Kontpoar 1.0. Drta  nporpamma-GuibTp
(www.usergate.ru) mpejyiaraet 82 kareropuw (QriIbTpanud BeO-CaiTOB B 5 OCHOBHBIX
YPOBHSX J0CTYyTA (M0 yMOJTYaHHUIO 3aMpelieH JOCTY K (PUITMHTOBBIM pecypcam, caitaM ¢
MOPHOIPa(PUUECKUM KOHTEHTAM, a TaK)K€ K caiiTaMm, COJIEpallMM BPEJOHOCHBIN KOX).
Camblii BBICOKMH YpOBEHb (DHUIbTpalMU MOJpa3yMeBaeT, B YHCIE IPOYEro, 3amper
IPOKCH-CEPBEPOB, CAaWTOB 3HAKOMCTB. JIOCTYNHO CO3/1aHME pACIIMPEHHBIX MIPAaBUI,
«UEPHBIX» M «O€NIbIX» CIUCKOB JUIsl CalToB. MOXHO YCTaHOBUTH OIpaHUYECHUE
CKauMBaHUS BHUJEO, 3BYKOBBIX (haiijioB, wuzoOpaxkeHui, apxuBoB u EXE-daiinos,
JOKyMEHTOB. B mporpamme peanu3oBaH MOJyJib MOP(HOJIOrHYECKOTO aHalu3a,
MO3BOJISIONIMN OJIOKUPOBAaTh BEO-CTPAHUIIBI C HEIICH3YPHOM JIeKCUKOM. {151 orpaHuyeHus
BPEMEHHU, MPOBOJMMOIO PEeOEHKOM 3a KOMIBIOTEPOM, MPEIyCMOTPEH CHEIUaTbHBIN
uHCTpyMeHT «Pacnucanme paboter». Kpome 3TOro, HoCTymHa CTaTUCTUKA MOCEIIEHHBIX
BEO-PECYpPCOB C yKa3aHWEM 3HAYCHWH BXOMASIIETO M HUCXOJAIIETo Tpaduka, a Takke
npocMoTp coobiieHuit B cetsx odnoklassniki.ru u vkontakte.ru.

Nurepuer LleH3op — uHTEpHET-QUIBTP, NpPEIHA3HAYECHHBIA 711 OJOKHMPOBKHU
MOTEHIMAIBHO OMACHBIX JJIS 3J0POBbS U NICUXHUKHU MOAPOCTKA CaliTOB. B ocHOBE pabOThI
MIPOTPaMMBbI JIEKUT TEXHOJIOTHS «OENIbIX CHUCKOBY», rapantupyromas 100%-Hyro 3amuty
OT OMNacCHbIX M HeXeNnarenbHbIX MarepuasioB. OunbTp «MHTEepHET LleH30p» MOXKHO
cKayaTb OecCIulaTHO Ha oduuuanbHoM caifte. [Iporpamma coaepKUT yHHUKalIbHbIE
BPYUYHYIO IPOBEPEHHBIE «Oeble CIUCKN», BKIIIOUAIOIUE BCce Oe30MacHble cailThl PyHera u
OCHOBHBIE MHOCTpaHHbIE pecypchl. [Iporpamma HaJeKHO 3alllMIIeHa OT B3JIoMa U 00X0/a
¢unbrpanuu. «MuatepHer LleH30p» MOXKET MCHOIB30BAaThCS KakK B JOMAalIHUX YCJIOBHUSX,
Tak U B 00pa30BaTENIbHBIX YUPEKICHUIX, OMOIMOTEKax, My3€siX, UHTEpHET-Kape U MHBIX
MECTax, IJ1€ BO3MOKHO IIPEA0CTABICHNE HECOBEPIICHHOJIETHUM J10CTyna B IHTEpHET.



IHone3nble calThl AJIs1 poauTes e

http://www.nachalka.com/bezopasnost — bezonacHocTs aereli B THTepHEeTe

http://detionline.com/ — Jletum Poccum Omnmaiin. Cnenaem HuTepHer Oe3omacHee
BMECTE

http://www.ifap.ru/library/book099.pdf — bezomacnocts nereit B UnTepHeTe

http://www.microsoft.com/ru-ru/security/default.aspx — LleaTp 6e3omacHoCTH
Microsoft

http://stopfraud.megafon.ru/parents/ — be3omnacusiit MuTepHeT o Meradon

http://www.fid.su/projects/journal/ — ®oun pasputus Wurepuer. XKXypuan «/etu B
UH()OPMAITMOHHOM OOIIECTBEY

http://www.mts.ru/help/useful_data/safety/ — be3onacusrit MaTepreT or MTC

http://safe.beeline.ru/index.wbp — bezonacusiii UTaTepHeT oT brtaiiun

http://www.saferunet.ru/ — ILleatp 6e3onacuoro MuaTepHeTa B Poccun

http://www.friendlyrunet.ru/safety/74/index.phtml - ®oun  «/lpyxecTBeHHBII
Pyner»

http://netpolice.ru/filters/ — ®dwieTper NetPolice

http://www.socobraz.ru/index.php/Coo01iecTBo poauTteieit - CooOmrecTBO
ponuteneir COLIOBPA3

http://www.microsoft.com/ru-ru/security/family-safety/kids-social.aspx -  Kaxk

IIOMOYb BaIlIUM JIeTIM OoJiee OE3011acHO IT0JIb30BaThCs caliTaMU COIUAIBLHBIX CeTeH?

http://windows.microsoft.com/ru-RU/windows7/products/features/parental-controls
— Popurensckuit konTpoas B Windows 7

http://play.mirchar.ru/sovety-roditelyam-po-obespecheniyu-bezopasnosti-detey.html
— KoHcynpramuu a1 poauteneit mo o6ecredeHuno 0e30macHoCTH aeTeil B UHTepHeT

http://www.internet-kontrol.ru/ —3amura mereii oT BpeaHoW HHGOPMALUHA B CCTH
NHuTtepuer

http://www.0szone.net/6213/ — OGecrieueHne Oe30mMacHOCTH JAeTeil mpu padore B
NHurtepHer

http://wiki.saripkro.ru/index.php/MIHTepHET-0€30IIaCHOCTD JUIA POJIUTEICH -
NHuTtepHeT-0€301macHOCTh ISl pOUTENeH

http://www.sch169.ru/doc/pam.pdf — Kak 3anuTiThCst OT HHTEPHET-yTPO3




NudopmanuonHas 6e301aCHOCTH

Okcnepramu U uneHamu BpemenHoih komuccun CoBera ®enepanuy N0 pa3BUTHIO
MH(GOPMALIMOHHOTO OOINECTBA B paMKaX BBITIOJHEHUS PEKOMEHAALNN TMapIaMEHTCKUX
ciuymaHui "AKTyallbHBIE BOMPOCHI 00O€CIeueHrss OE30MacHOCTH W Pa3BUTHUS JETEH B
nH(GOPMaLMOHHOM TpocTpaHcTBe", KoTopbie mporuu B CoBere Deneparuu 17 ampers
2017 r., ObUIM pa3pabOTaHbl METOAMYECKHE PEKOMEHJALUMU O pa3MELICHUH Ha
MHPOPMAIMOHHBIX  CTEHAAX, opuLManbHBIX ~ MHTEpPHET-caliTax U JAPYTUx
MHPOPMALIMOHHBIX ~ pecypcax  o0meo0pa3oBaTeNbHBIX  OpPraHu3alluii U OPraHoB,
OCYILECTBISIOIIMX YIpaBieHHe B cdepe oOpa3oBaHus, HHPopManmuu O O€30MaCHOM
MOBE/ICHUH U UCTOJIb30BaHuU ceTd "MHTepHeT" (majnee - METOANYECKAE PEKOMEH IAIINHN).
B naHHBIX METONMYECKHMX PEKOMEHIALUAX COACPKUTCA MaMsATKa g poauTeneil oo
uHGOpPMallMOHHONW  Oe30macHOCTH  JeTel M mamsaTKka [ oOydJarommxcs 00
nH(GOPMAIIMOHHON 0€3011aCHOCTH:

IMamsaTka nis poaurelieil 00 UHGOPMALMOHHOM 0€30IACHOCTH JIeTel

Onpenenenue TepMuHa "wHGOpMalMOHHAas OE€30MACHOCTh JeTed" COAEPKHUTCS B
®enepanbHoM 3aKkoHe N 436-D3 "O 3ammre nereid oT HHPOPMaLUU, MPUYUHSIOMIEN Bpe
WX 3J0POBBIO U PA3BUTHUIO", PETYJIUPYIONIUM OTHOIIEHUS, CBSI3AHHBIE C 3AIIMTON JE€TEN OT
uH(bOpMaIuu, TPUYUHSIONIEH Bpe UX 3J0pOBbI0 U (WiH) pazBuTuio. CorjiacHO TaHHOMY
3aKOHYy "MH(pOpMaIMOHHAs 0E30MaCHOCTh JETEH" - 3TO COCTOSIHME 3alUIIEHHOCTH, MpPU
KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBIH C TpUYMHEHHEM HWHGOpMale Bpema HX
3JI0POBBIO U (WJIN) PU3NYECKOMY, ICUXUYECKOMY, TyXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa N 436-®3 undbopmarmeit, TpUUUHSIONICH Bpen
3JI0pOBBIO U (WJIN) PAa3BUTHIO JI€TEH, SIBIISAETCA:

1. uadopmanus, 3anperieHHas Jjisi pacCpoCTPaHECHUS CPEAU AETEl;

2. wuHbopmanus, paclpoCTPaHEHHE KOTOPOM OrpaHUYEHO Cpeaud  JAeTel
ONpEeETICHHBIX BO3PACTHBIX KATETOPUH.

3. K undopmanmu, 3anpenieHHoun 411 pacIpOCTPaHEHUs CPEIU I€TeH, OTHOCUTCS:

4. undopmanus, noOyxaaromasi I1eTeil K COBEPIICHUIO AEHCTBUM, MPEICTABISIOMIMNX
yIpo3y MX JKU3HU M (WJIK) 3I0pOBbIO, B T.4. NMPUYMHEHHUIO BpeJa CBOEMY 30pPOBBIO,
caMOyOUICTBY;

5. crocoOHOCTh BbI3BATh y JIeTEH KellaHUE YMOTPeOUTh HAPKOTHUUECKHE CPEACTBa,
MICUXOTPOTMHBIC U (WJIH) OAYPMAHUBAOIINE BEIIECTBA, TaOAUYHbIE U3/IENHS, AIKOTOJILHYIO U
CIIUPTOCOAEPIKALLYIO MPOIYKIHIO, MUBO U HANMUTKH, U3TOTABIMBAEMBIE HA €r0 OCHOBE;
MPUHATH YYaCTHE B a3apTHBIX UTPax, 3aHUMAThCS MPOCTUTYLHUEH, OPOIKHUYECTBOM WIIH
MONPOLIAWHUYECTBOM;

6. OOOCHOBBIBAIOIIAS WJIA OMNpaBAbIBAIONIAs JOMYCTUMOCTh HAcWiIus W (WIH)
KECTOKOCTH JIMOO TOOYXKJarIiasi OCYIIECTBISATh HACWIHCTBEHHBIC JICUCTBUSA 10
OTHOIIICHUIO K JIFOSIM U )KUBOTHBIM;

7. oTpULIAIOIIAs CEMEWHbIE [IEHHOCTH U (GOPMUpPYIOLIasi HEyBaKEHUE K POIUTENSM U
(WIK) APYrUM 4jieHaM CEMbU;

8. ompaBbIBaAIOIIAs MPOTUBOMPABHOE MOBEJCHUE;

9. comepxaiias HELIEH3YPHYIO OpaHb;

10. coaepkamast uHGOpMaIMio TOpHOrpadhUIECKOTO XapaKTepa.



K wundopmamum, pacmnpocTpaHeHHE€ KOTOPOW  OrpaHMYEHO Cpeau  JAeTei
ONPEJEIEHHOTO BO3PACTa, OTHOCHUTCH:

1. uadopmarus, npeacTaBiseMas B BHIE U300paXEHHsI UM OMUCAHUS )KECTOKOCTH,
¢buznueckoro W (WIM) TCHUXMYECKOTO  HACHUJIMS, TMPECTYIUICHUS WJIA  HHOTO
AHTHOOIIECTBEHHOI'O JICHCTBHUS;

2. BBI3BIBAIOIAS y JETEH CTpax, yKac WIM NaHUKY, B T.4. IPEACTaBIsieMasl B BUIE
M300paXeHus WM ONHMCAHWA B YHIKAIOMIEH YEJIOBEYECKOE JOCTOMHCTBO (opme
HEHACWJIbCTBEHHOW CMepTH, 3a00JieBaHuUs, CaMOyOUICTBA, HECYACTHOIO CIIy4asl, aBapuU
WM KaTacTpodbl U (MIIM) UX MOCTECTBHIA;

3. npeacrasisieMast B BUJI€ U300paKeHUsI UIM ONUCAHUS MOJIOBBIX OTHOLUIEHUH MEXITY
MY>KUYMHOU U KEHIIUHOW;

4. conmepkamasi OpaHHbBIE CJIOBA U BBIPAXKEHHS, HE OTHOCSIIUECS K HELEH3ypHOU
OpaHwu.

C yuerom storo Bam mnpesmaratorcss mpaBmia paboTel B ceth MHTepHeT amis
pa3IMYHBIX BO3PACTHBIX KAaTEropHil, COONIOIEHHE KOTOPBHIX IO3BOJHUT OOECIEUUTh
MH(GOPMALIMOHHYIO O€30MaCHOCTH BAIIUX JIETEH.

OO0wmme npaBuiia 1Js poauTesei

1. He3aBucuMo OT Bo3pacta peOEHKa HCHOJIB3YHTE MPOTrpaMMHOE OOEeCleueHHeE,
nomorawoiiee (UIbTPOBaTh W KOHTPOJIMPOBATH HWH(GOPMAIMIO, HO HE IMOJaraiTech
MOJIHOCTHIO Ha Hero. Baiie BHUMaHue K peOCHKY - TJIaBHBIM METOJ] 3alUTHI.

2. Ecnu Bam pebGeHOK HMeeT akKayHT Ha OJHOM H3 COLHMAJBHBIX CEPBHUCOB
(LiveJournal, blogs.mail.ru, vkontakteru wu T.1.), BHUMATEIBLHO H3YUUTE, KAKYIO
uH(OpMAIMIO TOMENIAIOT €ro Y4YacTHUKM B CBOMX Mpouisx u OJorax, BKIIOYas
¢dbotorpaduu u BUIEO.

3. IIpoBepbTe, C KaKUMHU APYTMMH CalTaMu CBSA3aH COLMAlbHBIN cepBuc Bariero
pedenka. Ctpannuku Bamero peOeHka MOryT ObITh O€30MaCHBIMHU, HO MOTYT U COAEPKATh
CCBUIKM Ha HEXKEJIaTeJIbHbIE€ U OIAaCHbIC CalThl (Hampumep, MOPHOCANT, WM CalT, Ha
KOTOPOM JIpyT YIOMHHAeT HOMep coToBoro TenedoHa Bamero pebenka wiam Bain
JIOMAITHUM aJipec)

4. Tlooupsiite Bamux aereit coobmarh 000 BCEM CTPAaHHOM WUJIM OTTAJIKUBAIOLIEM U
HE CJIMIIKOM OCTPO pearupyiTe, KOrja OHU 3TO JAENAt0T (M3-32 ONMACEHUs MOTEPSITh AOCTYM
Kk VHTEpHETY AEeTH HE TOBOPSAT POIUTENISIM O MpoOiemMax, a Takke MOTYT HayaTb
MCIIOJB30BaTh HTEpHET BHE AOMa U IIKOJIbI).

5. bynbte B Kypce ceTeBoi ku3HM Bamiero pebenka. HTepecyiiTech, KTO UX JIpy3bs
B VIHTEpHET Tak ke, KaKk UHTEPECYETECh PEAIbHBIMU JIPY3bSIMHU.

Bospacr ot 7 10 8 ser

B NnuTepHere peOeHOK cTapaeTcs MMOCETUTh TE MIIM MHBIE CAalThl, @ BO3MOXKHO M YaThl,
pa3pellieHre Ha TOCEHIEHWE KOTOPBIX OH HE MOoMy4dusa Obl oT poauTeneit. Iloatomy
POAUTENSIM OCOOEHHO TOJIe3HBI OYIyT TE€ OTYeThl, KOTOpBIE MPEIOCTaBISIOTCS
nporpaMMamMyd MO OTPAaHUYEHUIO HCIOJb30BaHus HWMHrepHera, T1.6. Poaurenbckui
KOHTPOJIb WJIM TO, YTO BBl CMOXKETE YBHJIECTh BO BpeMEHHBIX (ainax. B pesynwrare, y
pebeHka He OyJeT OIIyIIeHUs, YTO 3a HUM BEJETCA IMOCTOSHHBIM KOHTPOJIb, OIHAKO,
poauTeny OyayT MO-NIPEKHEMY 3HaTh, KaKUe CalThl mocemaeT ux pedeHok. [letu B
JAHHOM BoO3pacTe o00JIaal0T CUJIbHBIM YYBCTBOM CEMbHM, OHH JIOBEPYUBBI M HE
COMHEBaIOTCs B aBTOpuTeTax. OHU JIOOAT UTPATh B CETEBBIE UTPHI U MyTEIIECTBOBATH 10O



NHTepHeTy, HWCMNONB3ys DJIEKTPOHHYKO IMOYTY, 3aXOJWTh HA CalThl W 4YaThl, HE
PEKOMEHOBAHHBIE POJIUTEIISIMHU.

Cogsertbl N0 Oe30macHOCTH B ceTd MHTEepHeT U1 nereid 7 - 8 ner

1. Co3paiite CrMCOK JOMAIIHUX NpaBWII MocelieHus MHTepHera nmpu yyacTuu neren
U TpeOyiTE €ro BhIIOJHEHUS.

2. Tpebyiite ot Bamero pebGeHka coOMOACHUS BPEMEHHBIX HOPM HAaXOXKICHHS 32
koMmbioTepoM. [lokaxkute pedeHky, uto Bel HaOmogaeTe 3a HUM HE MOTOMy 4TO Bam 3T0
XOYeTcs, a MoToMy 4TO BbI GecrokonTech 0 €ro 0e30macHOCTH M BCErJa T'OTOBBI €My
IOMOYb.

3. Kommnbeiorep ¢ moakitoueHueM K WHTepHETy AOKEH HaXOIUThCS B 0OIen
KOMHATe MO/ MPUCMOTPOM POJUTEICH.

4. Vicnonp3yiTe crielMaibHble IETCKUE MOMCKOBBIE MAIITUHBI.

5. Hcnonwp3yiiTe cpenctBa OJOKUPOBaHUS HEXKENATEIBHOTO KOHTEHTa Kak
JOMOJHEHUE K CTAaHAAPTHOMY POIUTENBECKOMY KOHTPOJIIO.

6. Co3naiiTe CeMEHHBIN AJIEKTPOHHBIN SIIMK, YTOOBI HE IMO3BOJIUTH JAETSIM HMETh
coOCTBEHHBIC aapeca.

7. briokupyiTte AOCTYI K caiiTaM ¢ O€CIUIaTHBIMU IMMOYTOBBIMU SIITUKAMU C TOMOIIBIO
COOTBETCTBYIOILIETO MPOrPAMMHOI0 00ECTIEUECHHUS.

8. Ilpuyuute nereil coBeroBaTthbcsl ¢ Bamu mnepen omyOIMKOBaHUEM KaKOW-TMOO
nHpOpMaIuu CpPeJCTBAMHU AJIEKTPOHHOM TMOYThI, YaTOB, PETUCTPALMOHHBIX (OpM U
poQuIei.

9. Hayuute nereit He 3arpyxarh (aiiyibl, IpOrpaMMbl WM MY3bIKY O€3 Ballero
corjacusl.

10. He paspemaiite aeTsM UCIHOJB30BaTh CIYy>KObl MIHOBEHHOTO OOMEHa
COOOILIEHUSIMHU.

11. B "Genbiit" cnmucOK CalTOB, pa3pelIeHHBIX ISl MOCEIIECHUS, BHOCUTE TOJBKO
CalThI C XOPOILIEHN peryTaluei.

12. He 3a0bIBaiiTe OecenoBarh ¢ 1eTbMU 00 MX Jpy3bsix B MHTepHETe, Kak eciid Obl
peyb 111J1a O APY3bsX B peaibHOM KU3HHU.

13. He nenaiite "TaOy" u3 BOMPOCOB MOJOBOM >KM3HM, Tak Kak B MHTepHeTe netu
MOTYT JIETKO HAaTKHYThCSA Ha MOPHOTPAPHUIO WU CAUTHI "J1s1 B3pOCHBIX".

14. Tlpuyunute Bamero pebeHka cooOmars BaM O JtOOBIX Yrpo3ax WJIH TpPEBOrax,
cBsi3aHHbIX ¢ MHTepHeTOM. OCTaBalTECh CIIOKOMHBIMU M HAIIOMHUTE JETAM, YTO OHU B
0e30macHOCTH, €ClIM CaMH paccKazajlii BaM O CBOuX TpeBorax. lloxBamute ux u
MOCOBETYHTE MOJIONTH elle pa3 B MOJOOHBIX CIydasX.

Bo3pacr agereii ot 9 10 12 jger

B manHOM BoO3pacTe JeTH, Kak MPaBUIIO, V)K€ HACHBIIIAHBI O TOM, Kakas HHPOpMaIus
cymectByeT B HHTepHeTe. COBEPIIEHHO HOPMAalIbHO, YTO OHU XOTAT 3TO YBHUIETH,
MPOYECTh, yCHbIMATh. [Ipy 3TOM HYKHO NHOMHUTH, YTO JOCTYIl K HEXKEIaTEIbHbIM
MarepuaiaM MOXHO JIETKO 3a0JOKUpOBAaTh MpU MOMOIIUA CPEeACTB PoauTenbckoro
KOHTPOJIS.

CoBeTbl 110 0e30macHOCTH 1 AeTer oT 9 10 12 net

1. Co3naiiTe CIMCOK TOMAlTHUX NpaBWIl Nocellenus MaTepHer npu yyactuu nete u
TpeOyITe €ro BBIMOTHEHUS.

2. TpeOGyiiTe oT Baiiero pedbenka co0Ir0ieHrst HOPM Hax0KACHUS 32 KOMITBIOTEPOM.

3. Habmronaiite 3a pebeHKOM Ipu paboTe 3a KOMIBIOTEPOM, MTOKAKUTE €My, 4TO Brl
OecroKOUTeCh 0 €ro 0€30MaCHOCTH U BCETa TOTOBbI OKa3aTh EMY ITOMOIIIb.



4. KomnbroTep ¢ noAkIouYeHneM B IHTepHET nomKeH HaXOAUThes B 00IIe KoMHAaTe
10, IPUCMOTPOM POAUTENEH.

5. HWcnome3yliTe cpenctBa OJOKMPOBaHUS HEXKENATEIBHOTO KOHTEHTA Kak
JOMOJHEHUE K CTAaHAAPTHOMY POIUTENHECKOMY KOHTPOJIIO.

6. He 3a0piBaliTe NpuUHUMATh HENOCPEACTBEHHOE Y4YacTUE B JKU3HU peOEHKa,
OecenoBaTh ¢ JeTbMH 00 UX JIpy3bsix B HTepHeTE.

7. HacrtaumpaiiTe, 4TOOBl AETHM HUKOTJAa HE COTJAIIAIIMNCh HA JIMYHBIE BCTPEUYU C
npy3bsimu 1o MHTEpHETY.

8. Tlo3BonsiiTe HeTsAM 3aXOJUTh TOJIBKO Ha CaWThl M3 "Oenoro" chmucka, KOTOPBIH
CO3JaiTe BMECTE C HUMU.

9. Ilpuyunte nerell HUKOIZAa HE BbAABaTh JIMYHYIO HH(POPMALUIO CPENCTBAMU
JIEKTPOHHOM  MOYTHI, YaTOB, CHUCTEM MIHOBEHHOr0 OOMEHa COOOIIEHUSIMH,
pPETUCTPALIMOHHBIX (OPM, JIMYHBIX HpOopUIEH U NpU PETUCTPAlMd Ha KOHKYPCHI B
WNHurepHere.

10. Ilpuyunte pereid He 3arpykatb mnporpammbl 0Oe3 Bamero paspemenusi.
OOBsACHUTE UM, YTO OHU MOTYT CIY4ailHO 3arpy3UTh BUPYCHI WIH JAPYroe HEeKeIaTelbHOe
MIPOrpaMMHOE 00ECIICUCHHE.

11. Co3paiite Bamemy peOeHKY OrpaHMYEHHYIO YYETHYIO 3alUCh Il padOThl Ha
KOMITBIOTEPE.

12. Ilpuyunute Bamero pebGeHka cooOmars BaM O JIOOBIX Yrpo3ax WJIH TPEBOrax,
cBs3aHHbIX ¢ MHTepHeToM. Hamomuurte nersM, 4ro OHUM B O€30MACHOCTH, €CIIM CaMH
pacckasaiy BaM O CBOMX TPEBOrax M OMACEHUsX.

13. Pacckaxkure aetsim o nopHorpaguu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JAETH NPEIOCTABISIIM BaM JOCTYIH K CBOEH
AJIEKTPOHHOM MOYTE, YTOOBI BBl YOEIUIIUCH, YTO OHU HE OOLIAIOTCS C HE3HAKOMIIAMH.

15. OObsacHuUTE J€TSIM, UYTO HENb3sl HCHOJIb30BaTh CE€Th Ui XYJIUTaHCTBA,
pacnpoCTpaHEHUsl CIUIETEH WU yTpo3.

Bospacrt gereit ot 13 1o 17 Jger

B »53ToM BO3pacte MOAPOCTKM AaKTUBHO HCIOJB3YIOT IOMCKOBBIE MAIlMHBI,
MOJIB3YIOTCSl DJICKTPOHHOM TOYTOM, CIIy’KOaMM MTHOBEHHOTO OOMEHa COOOIIECHUSIMH,
CKaUMBAIOT MY3bIKY U (UIbMbI. MajgpyrikaM B 3TOM BO3pacTe OOJIbLIE MO HpPaBy CMETaTh
BCE OrpaHUYEHMS, OHHU KaXAYT TIpyOOro IOMOpa, a3apTHBIX WIp, KapTHUHOK 'miis
B3pocibix". JIeBOUKM MpenrnovyuTaroT oO0IaThCsl B 4aTax, MpU 3TOM OHHU Topasfao Ooiiee
YyBCTBUTENBHBI K CEKCyaJIbHBIM JJOMOTraTeIbcTBaM B IHTEpHETE.

3a4acTyl0 B JTaHHOM BO3pacT€ POJIUTENSAM YK€ BECbMa CJIOKHO KOHTPOJUPOBATH
CBOMX JieTel, Tak Kak 00 lHTepHeTe OHM YK€ 3HAIOT 3HAUYUTEIbHO OOJbILIE CBOUX
ponuteneii. Tem He MeHee, HE OTIycKalTe feTeil B ""cBoOoaHOE maBanue’ o MHTepHeTy.
CrapaiiTech akTUBHO y4acTBOBaTh B 001eHnU pebenka B HTepHeTe.

Baxxno mno-mpexHemy cTporo coOmtofarh mnpaBuia VHTepHeT-Oe3omacHOCTH -
COTJIAllICHHE MEXIY POAMUTEN MU U JeThbMU. Kpome Toro, HeoOX0IMMO KaK MOKHO Yalle
MpoCMaTpUBaTh OTYETHl O JeATrenbHOCTH Jetedl B HMHrepHere. Cnemyer o00paTuTh
BHUMaHUE€ Ha HEOOXOJMMOCTh COJIEp)KaHMS POJAUTEIBCKUX Mmapojed  (mapoJsiei
aAMUHUCTPATOPOB) B CTPOrOM CEKpeTe W OOpaTUTh BHUMAHUE HA CTPOTOCTh 3THUX
MapoJIeH.

CoBeThl 10 0€30MacHOCTH B ATOM Bo3pacte oT 13 1o 17 net

1. Co3paiiTe CnMCOK OOMAaIlHUX NpaBWil moceleHuss VHTepHeTa Ipu ydacTHH
MOJIPOCTKOB U TpeOyiiTe 6€3ycI0BHOIO €ro BhInoiaHeHus. OOroBopute ¢ peOeHKOM CITUCOK



3alpelieHHbIX caToB ('depHblil cucok"), yacsl paboTsl B MIHTepHETE, PYKOBOACTBO IO
oOmenuto B IHTepHETE (B TOM YHCIIE B YaTax).

2. Kommbrotrep ¢ moaxiroueHueM K cetd MHTepHeT AOKEeH HaXOAUThCS B OOIIeH
KOMHare.

3. He 3a0bIBaiiTe OeceqoBaTh ¢ 1€TbMH 00 UX JIpy3bsix B MIHTEpHETE, O TOM, YEM OHU
3aHATHI TAKUM 00pa3oM, OYJATO pedb UAET O JAPY3bAX B pealbHOU ku3HU. CrpalimBanTe o
JIOASX, C KOTOPBIMU JETH OOIIAIOTCS TOCPEACTBOM CIY>KO MIHOBEHHOTO OOMeHa
COOOILIEHUSAMH, YTOOBI YOEIUTHCS, UTO 3TH JIFOAU UM 3HAKOMBI.

4. Hcnonw3yiiTe cpeactBa OJOKHUPOBAaHUS HEXKEJATENbHOIO KOHTEHTa Kak
JOTIOJIHEHUE K CTaHAAPTHOMY POIUTENBECKOMY KOHTPOJIIO.

5. HeoGxomumo 3HaTh, KaKMMHM 4YaTaMH IMOJb3YyIOTCs Bamm neru. [loomipsiiite
UCIOJIb30BAaHUE MOJEIUPYEMBIX YaTOB M HacTauBaiiTe, 4ToObl JI€TH HE OOIIAIUCH B
IPUBAaTHOM pPEXKUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JETH HUKOTJA HE BCTPEUAIUCH JIUYHO C JPY3bIMU U3
cetu MHTEpHET.

7. Ilpuyuute neTel He BbAABaTh CBOIO JHUYHYIO HWH(GOPMAIMIO CpEICTBAMU
AJIEKTPOHHOM  TOYTHI, YaTOB, CHUCTEM MTHOBEHHOr0o OOMEHa COOOIIECHUSIMH,
PErHCTPAlMOHHBIX (OpPM, JIMYHBIX MNpoduied M TpU PEruCTpalMd Ha KOHKYPCHI B
WNHurepHere.

8. Ilpuyuunte nereit He 3arpyxaTh nporpammsl 0e3 Barero paspemenus. O0bsicHUTE
UM, YTO OHM MOTYT CIy4YallHO 3arpy3uTb BHUPYCbl WM JPYro€ HEXKEIaTeIbHOE
MporpaMMHOE 0OEeCIIeUeHHE.

9. Ilpuyunute Bamero pebeHka cooOmaTh BamM O JIIOOBIX yrpo3ax WJIH TpeBOrax,
cBs3aHHbIX ¢ MHTepHeToM. Hamomuurte nersM, 4ro OHUM B O€30MACHOCTH, €CIIM CaMH
pacckasanu BaM, O CBOMX yrpo3ax WiM TpeBorax. [loxBamuTe UX U MOCOBETYHTE MOJOUTH
ellle pa3 B OJOOHBIX CIIydasx.

10. Pacckaxure aetsm o nopHorpaduu B MHTepHere. [lomorute um 3alUTUTHCS OT
cnama. Hayunte nopocTkoB He BbljaBaTh B IHTEpHETE CBOETO PeaibHOTO AJIEKTPOHHOTO
azpeca, He OTBEYaTh Ha HEXKeJlaTeJIbHbIE MMChMa U UCIOJIb30BaTh CIEIUAIbHBIE TIOYTOBBIE
(GuUIbTPBHL.

11. Tlpuyunte ceOsi 3HAKOMUTHCS C CallTaMu, KOTOPbIE MOCEIAI0T MOJAPOCTKH.

12. Hayuute nereii yBaxkaTh IpYrux B MUHTEpHETE. Y OEIUTECh, YTO OHU 3HAIOT O TOM,
YTO MpaBUjIa XOPOILIETro MOBEACHUS ACHCTBYIOT BE3/IE - AK€ B BUPTYaIbHOM MHUpE.

13. OOBsicHUTE AETSAM, YTO HM B KOEM Ciydae Heab3sl Hcmojib3oBaTh Cerh is
XYJUTaHCTBA, PACIPOCTPAHEHHUS CIIETEH WIH YTPO3 APYTUM JIFOISM.

14. O6¢cynute ¢ MOAPOCTKAMHU TIPOOIEMBI CETEBBIX a3aPTHBIX UTP M UX BO3MOXKHBIN
puck. HartoMHuTE, 4TO 1€TH HE MOT'YT UI'PATh B 3TU UIPHI COIVIACHO 3aKOHY.

[TocTostHHO KOHTpONMpYHTE HUcnoiab3oBanue Mutepuera Bamum pebenkom! D10 He
HapyIlIEHUE €ro JIMYHOTO IIPOCTPAHCTBA, & Mepa MPEAOCTOPOXKHOCTH M NPOSBICHHE
Baiueii ponuTenbCkoi OTBETCTBEHHOCTH U 3a00THI.

IMamsaTka s 00ydaromuxcs 00 HHPOPMANUOHHOM 0€30MACHOCTH

HEJIb351
1. Bcem moapsn coobmarh CBOK 4YacTHYIO WHGOpMalui (HACTOAIIME WMS,
dhamunuio, TenedoH, aapec, HOMEp IIKOJIbI, a Takke (ororpaduu CBOU, CBOCH CEMbU U

npysen);



2. OTkpbIBaTh BJIOXKEHHBIE (ailibl 3NEKTPOHHOW TOYTHI, KOTJAa HE 3HAaelllb
OTIPABUTEIIS;

3. I'pyOuth, mpunmuparbcs, OKa3blBaTh [aBJICHHE - BECTH cC€0s HEBEXKIMBO WU
arpecCUBHO;

4. He pacnopspkaiicsi J€HbraMH TBOEH CEMbH 0€3 pa3pelleHus CTapuIMX - BCeraa
CIIpalIMBal POAUTENEH;

5. He Bcrpeuaiics ¢ MIHTepHET-3HAKOMBIMU B PEAIBHOM KU3HHU - IOCOBETYWCS CO
B3pPOCJBIM, KOTOPOMY JIOBEPSICIIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraeus o cede HenpaBay B MHTepHETE - cO001IM 00 3TOM
CBOMM POJUTENSIM UJIH ONIEKYHaM;

2. IlpurnamarT HepenuchBaThCs, WUrpatb, OOMEHUBATHCA - MPOBEPb, HET JIH
MO/IBOXA;

3. HezakonHoe konupoBanue ¢aitnos B UHTepHETE - BOPOBCTBO;

4. Beerna paccka3biBaii B3pOCIbIM O MPo0OJieMax B CETH - OHM BCET/ia HOMOTYT;

5. Wcnoinb3yil HaCTpOWKHM O€30MaCHOCTH U MPHUBATHOCTH, YTOOBI HE MOTEPSITH CBOU
AKKayHTBI B COIICETSIX U JPYTUX MOpTaJIax.

MOKHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. Ionw3yembess THTEpHET-UCTOYHUKOM - JI€JIall CChUIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmatecs 3a MOMOUIBIO B3POCHBIM - POJAUTEIM, ONEKYHbl M aAMHUHHCTpALUS
CalTOB BCEr/a IOMOIYT;

5. Ilpoitnu oOyuenue Ha caite "CeTeBUYOK" M TMOMy4d MACIOPT HHUPPOBOTO
rpakIaHuHa!

C KaxabIM roJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCA OOJIbIIIE, a MIKOJbHUKU OJHH
U3 CaMbIX AaKTUBHBIX MoOJib30Barenerd PyHera. Mexay TeM, NOMHUMO OTPOMHOTO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. JTa MaMsITKa JT0HKHA TOMOYb
TeOe 0e30MacHO HAaXOIUTHLCS B CETH.

Komunbrorepabie BUpYCbI

KoMmIbrOTEpHBIM  BUPYC - 3TO PAa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOrPaMM,
OTJIMYUTEIHHOW OCOOEHHOCTBIO KOTOPOW SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChI MOTYT MOBPEIUTh WU TOJIHOCTHIO YHUUYTOXKUTD BCE (halIbl
U JIaHHbIe, MOJKOHTPOJbHBIE IOJB30BATENI0, OT HMMEHH KOTOpOro Oblja 3amylieHa
3apa)K€HHas MporpaMma, a TAaKKe ITOBPEIWTh WM JAXEe YHUUTOXKUTH OIEPALUOHHYIO
CUCTEMY €O BceMHu (ailmamMu B 1eqoM. B GoNbpHIMHCTBE CllyyaeB paclpOCTPaHSIOTCS
BHUPYCHI 4YEPE3 UHTEPHET.

MeTozp! 3aUMThI OT BPEIOHOCHBIX POrPaMM:

1. Hcnone3yid COBpEMEHHBIE OINEPAUMOHHBIE CHUCTEMBI, HMMEIOIINE CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX IMPOTPAMM;

2. IlocTosiHHO ycTaHaBNIMBa nmauTu (IIMGPOBBIE 3aIJIATKU, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C IEJbI0 J0pPaOdOTKH MpPOrpaMMbl) M JIpyrue OOHOBIIEHHS CBOEU
onepanroHHOM cuctembl. CkaunBail X TOJIBKO ¢ OpUIIMaIbHOTO caiita pazpadotunka OC.
Ecnu cymecTByeT pekuM aBTOMaTHYECKOro OOHOBIIEHUS, BKITIOUYH €T0;



3. PabGotaii Ha cBOeM KOMIbIOTEpE TMOJ IMpaBaMH I[OJIb30BATENs, a HE
aJMUHHACTpATOpa. OTO HE TMO3BOJUT  OOJBIIMHCTBY BPEJOHOCHBIX MPOrpamMmm
MHCTaJUIMPOBATHCSA HA TBOEM NIEPCOHATILHOM KOMITBIOTEPE;

4. Vcnosb3yil aHTUBUPYCHBIE TPOTPAMMHBIE NPOAYKTBI H3BECTHBIX MPOU3BOIUTENEH,
C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIHIL;

6. Ucnonb3yit BHENIHKME HOCUTENN WH(GOPMAIIUK, TaKue Kak (ielika, TUCK win Qaitn
U3 UHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailiibl, MOTYyYEHHBIE U3 HEHAJEHKHBIX UCTOUYHUKOB.
Jlaxe Te ¢aiibl, KOTOpbIE MpHUCIaa TBOW 3HAKOMBIN. JIydIlle yTOUHM y HETO, OTIPaBIIsI
JIU OH Te0e uX.

Cerun WI-FI

Wi-Fi - 310 He BUJ niepeiauu JaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIb OpEH]I, MapKa.
Eme B 1991 rony Hupepnanjckasi kommanus 3apeructpupoBasia opena "WECA", dro
ob0o3Hauano cioBocoueranue "Wireless Fidelity", xkotopbiii mepeBoaMTCS — Kak
"GecrpoBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHHU Joluia jpyras adOpeBHaTypa, KOTOpas SIBJISIETCA TaKOW XKe
TexHosorue. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO 1aHO C HAMEKOM Ha
CTaHJapT Bbicuied 3BykoBoW TexHuku Hi-Fi, yTo B mepeBoje o3HadaeT "BbICOKas
TOYHOCTB".

Ja, GecruiaTHbIM HHTEPHET-IOCTY B Kade, OTESIX U adpoNopTax SABISETCS OTIUYHON
BO3MOKHOCTBIO BBIXOJa B MHTepHEeT. HoO MHOrme SKCHepTbl CUHTAKOT, 4YTO
obmenoctynubie Wi-Fi cetu He SBISIOTCS 6€30MacHBIMH.

CoBeTbl 10 0€30MaCHOCTH PabOThI B OOIIEOCTYIMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto JnuHyro uHbopMaiuio yepe3 oduieaoctynusie Wi-Fi cetn.
Pabotas B HuX, *eyaTenbHO HE BBOJUTH NApOJIM JOCTYMA, JOTUHBI M KAaKUE-TO HOMEPA;

2. Wcnonb3yil 1 OOHOBIIAM aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. TeM cambiM
ThI 00€30Macuib ce0sl OT 3aKaYKU BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3zoBanun Wi-Fi otkmoun ¢ynkuuto "O6mmii goctyn k ¢ainam u
npuHTepam". JlaHHas (QyHKUMA 3aKphiTa 10 YMOJYAaHUIO, OJIHAKO HEKOTOpPbIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHMs B paboTe Win yuele;

4. He ucnonb3yit nyomnunbiii WI-FI 1715 nepenaun TUYHBIX JaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAIbHBIE CETH WM B DJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yli Tosibko 3amuiieHHoe coequuenne yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOwmsHOM Tenedone otkiaroun (yHkiuio "Tloakmouenne k- Wi-Fi
aBromatudecku". He gomyckail aBTOMaTHYECKOTO MOAKIIOYEHUS YCTPOCTBa K ceTsiM Wi-
F1i 6e3 TBOETO cornacusi.

CouuajibHble ceTH

CouuanbHble CETH AKTUBHO BXOJST B HAIIY KU3Hb, MHOTHE JIIOJU PabOTaIOT U KUBYT
TaM TOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MHILTHAP YETOBEK, UYTO SBIISAETCS
OJIHOM CEIbMOM BCEX JKUTEJIeM IIaHeTbl. MHOrue nojib30BaTelId HE ITIOHMMAIOT, 4TO
uHpopmanus, pa3MellleHHass UMU B COLMAIbHBIX CETAX, MOXET ObITh HaljeHa U
MCII0JIb30BaHA KEM YT'OJIHO, B TOM YHUCJI€ HE 00513aTEIbHO C OJaruMu HaMEepEHUSAMH.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAJIBHBIX CETSIX:

1. Orpannyb cnucok apy3eil. Y 1e0s B Jpy3bsiX HE JOHKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH



2. 3amuniail cBOKO YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, naTy
TBOETO POXACHUS M JAPYTyI0 JUYHYIO HHPOpPMAIUIO. 3JIOYMBIIIJICHHUKA MOTYT
MCIOJIb30BaTh Jake NH(OPMALIMIO O TOM, KaK Thl ¥ TBOM POAMTENH IUIAHUPYETE IPOBECTU
KaHWKYJIbI;

3. 3amuIail CBOIO penmyTaIuio - ACP)KU €€ B YHCTOTE M 3a/1aBail ce0e BOMPOC: XOTel
Obl ThI, YTOOBI Apyryue MOJIB30BATENM BUICIH, UYTO ThI 3arpyxaemb? [lomymaii, mpexmae
YeM YTO-TO OIyOJIMKOBATh, HATUCATh U 3arPY3UTh;

4. Eciu Tl TOBOPUIIB C JIFOJBMH, KOTOPBIX HE 3HACIIIb, HE HUCIOJIB3YH CBOE peajbHOe
UMS U APYTYIO JTUYHYIO HHGOPMAIIMH: UMS, MECTO KUTEIHCTBA, MECTO Yy4eObI U MpOYEe;

5. WM36erait pasmemenus Qororpaduii B MHTEpHeTe, TAe Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOI MOKHO OIPEACIUTh TBOE MECTOTIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHOM CETH HEOOXOJMMO HCIOJIb30BATh CIIOKHBIC
apoJu, COCTOsIIME U3 OYKB U IIUGP U C KOJIMYECTBOM 3HAKOB HE MEHEe §;

7. JUid COLMaJIbHOM CETH, MOYTHl M JPYIMX CAaWTOB HEOOXOIUMO HCIIOIb30BAThH
pasHbie maponu. Torga eciu TeOs B3JIOMAalOT, TO 3JIOYMBIIUICHHUKH MOJyYaT AOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE ICHbI'H

DONEeKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIOCOO IMIaTeXeM, OTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIH.

DNEKTPOHHBIE IEHBIM MOSBWINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rocyAapcTBax 0 CHX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHHUPYIOT U O HHMX YK€ IPOIMCAHO B 3aKOHE, IZIe MX
pa3lensAoT Ha HECKOJBKO BHJIOB - aHOHMMHBIE M HE aHOHHMMHBIE. Pa3HuIla B TOM, 4TO
AHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcs NpoBOIUTh ONepaluu 0e3 WACHTU(PUKALUN
MI0JIb30BATENs], @ B HEAHOHUMHBIX UACHTU(UKALIMS T10JIb30BATENS SBISETCS 00513aTENbHOM.

Takke cneayer pa3nuyarh 3JIEKTPOHHbIE PUATHBIE TEHBIU (PaBHBI TOCYJaPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(DUATHBIC IEHBIH (HE PABHBI TOCYAAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN pabOTe C ATEKTPOHHBIMU JE€HbIAMU:

1. TlpuBsiku K cueTy MOOWIIbHBIN Teae(dOH. ITO caMblil yIOOHBINA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYN K cyeTy. [IpuBsizanHblil TeneoH MOMOXKET, eciau 3a0yaemb CBOU
IJIATEKHBIN NTapOJIb WK 3aME1Ib HA CAUT C HE3HAKOMOT'O yCTPOMCTBA;

2. HUcnonbp3yit ogHOpa3oBbie naponu. Ilocne nepexosa Ha yCHIEHHYIO aBTOPU3ALIUIO
Tebe y)xe He OyJeT yrpokaTh OIMIACHOCTb KPa)Ku WJIM NIepexBaTa IJIaTeKHOT0 NapoJis;

3. Boibepu cnoxknbiii mapoib. [IpectynmHukam OyneT HE TMPOCTO YrajaTh CIOMXKHBIM
naposib. HaznexxHple maponu - 3TO HapoiM, KOTOPBIE COAEpKAaT HE MEHee 8 3HAaKOB U
BKJIFOYAIOT B C€0S1 CTPOUYHBIE U MPOMKUCHBIC OYKBBI, IUPPHI U HECKOJIHKO CUMBOJIOB, TaKHE
KaK 3HaK jJoJuiapa, pyHTa, BOCKIUIATeIbHBIN 3HAK ¥ T.11. Hampuwmep, $tROng!;;

4. He BBOAM CBOM JTUYHBIEC JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSEIIb.

JJIeKTPOHHAA MOYTa
DJIEKTPOHHAS TOYTA - 3TO TEXHOJIOTUS U MPEJOCTABIISIEMBIE €10 YCIYTH IO IEPECHLIKE
Y TIOJIYYEHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACIPECsIOTCS B KOMITbIOTEPHOMN
cetd. OOBIYHO DJIGKTPOHHBIM TMOYTOBBIM SIIUK BBINVISAUT CICAYIOIIMM 00pa3oM:
UMl TIOJIb30BaTeNsA(@UMs_JoMeHa. Takke Kpome Mmepenadyd MPOCTOTO TEKCTa, UMEETCs
BO3MOKHOCTh TiepeaBaTh (panbl.
OcCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AIECKTPOHHOU MOYTOM:



1. Hago BBIOpaTh MpaBWIIBHBIN MOYTOBBIM cepBUC. B HMHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATH TEM, KOTO 3HAEIh U
KTO IIEPBBIA B PEUTHHTIE;

2. He yka3bIBaii B TUUHOM nouTe JUuHyt0 uHGopmaiuio. Hanpumep, myurie BoIOpaTh
"My3bIKasbHBIN_(panat@" unm "pox2013" Bmecto "temal3";

3. Hcnonb3yil ABYXdTAaMHYI aBTOPU3AIMI0. JTO KOIJa MOMHMO Mapojisi HYXHO
BBOJIMTH KOJI, MpUChLUIaeMblii 1o SMS;

4. BoiOepu CIOXKHBIN Mapoiib. Js Kaxa0ro MoYTOBOTO SIIHMKA JTOJDKEH ObITh CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecin ecTh BO3MOXKHOCTh HAlMcaThb CaMOMY CBOM JIMYHBIM BOIIPOC, UCTIIOJIB3YH ATY
BO3MOKHOCTb;

6. Mcnoyib3yli HECKOJIBKO MOYTOBBIX SIIUMKOB. [IepBbIN 11711 4aCTHOM TMEPENUCKHU C
azgpecaTaMy, KOTOPBIM Thl JIOBEpSACIIb. JDTO AJIEKTPOHHBIN aJpec HE HAAO0 MCIIOIb30BaTh
IIpU pErucTpalu Ha opymax U cailTax;

7. He oTkphIBaii ¢aityibl 1 Jpyrue BIOKEHHUS B MACHMaX, Ta)Ke €CIM OHU MPHUIILUTA OT
TBOUX Jpy3ei. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Haiiiibl;

8. Ilocne okoH4yaHUs pabOTHI Ha MOYTOBOM CEPBHUCE NEPEN 3aKPHITUEM BKJIAAKU C
caiToM He 3a0yJp HaXxaTh Ha "Beiitu".

KubepOyajmHr uin BUPTyaJbHOE U31€BATEIbCTBO

KI/I6€p6YJUII/IHF - IIPCCICOOBAHUC COO6HICHI/IHMI/I, COoACpKallluMHU OCKOp6HeHI/ISI,
aIrpCCCUI0, 3allyTUBAHHC, XYJIUIaHCTBO;, COLMAJIbHOC 60ﬁKOTHpOBaHHe C IIOMOIIBIO
Pa3INYHbIX HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITUHTOM:

1. He 6pocaiics B Ooii. Jlydmuii crioco0: mMocoOBETOBAThCS Kak ce0s BECTH M, €CJIM HET
TOTr0, K KOMY MOXXHO OOpaTUTbHCSI, TO BHauYaje YCIOKOUThCA. Eciu Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €Ile O0JIbIIe Pa30iKeITh KOH(PIUKT;

2. Ynpasnsii cBoe kuOeppenyTaiuuei;

3. AHOHUMHOCTH B ceTH MHHUMas. CylleCTBYIOT CIOCOObI BBIICHUTb, KTO CTOMUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BECTH XyJMIraHCKU o0pa3 BUpPTyalbHOU ku3HU. IHTEpHET QuKkcupyer
BCE TBOU JCHCTBUS U COXpAHAET UX. Y JAIUTh UX OyJeT KpaliHe 3aTpyIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupy#t enuHuuHbIi HeraTuB. OTHOPA30BBIE OCKOPOUTENIBHBIC COOOIICHUS
JydIe UrHOpupoBaTh. OOBIYHO arpeccus MpeKpanaeTcsi Ha Ha4aabHOW CTaInu;

7. bam arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSIMHU, B
COIMAIBHBIX  CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIECHUN C
ONPEAEITICHHBIX aJIPECOB;

8. Ecnu T1bl cBuaerens kuOepOysinHra. TBOWM JNEWCTBHUS: BBICTYNUTH MPOTUB



IpecaenoBaTes, oKa3aTb €My, YTO €ro NEUCTBUs OLICHUBAIOTCS HEraTUBHO, MOAEPKATh
KEPTBY, KOTOPOH HyKHa ICHUXOJOTHYECKasi MOMOINb, COOOIIUTh B3pPOCIBIM O (QaKTe
arpeCCUBHOIO IOBEICHUS B CETH.

MooOniabHbIi TesiedoH

CoBpeMeHHBIE CMapTGOHBI W IUIAHIICTHI COJAEpPKAT B ceO€ BIIOJHE B3POCIBIN
(GyHKIHMOHAJ, U TENEpb OHU MOTYT KOHKYPHUPOBATh CO CTAllUOHAPHBIMU KOMIIBIOTEPAMHU.
OpnHako, CpeJCTB 3alUTHI JIJIsl TTOJIOOHBIX YCTPOMCTB MOKa OYeHb Mayo. TecTupoBaHuEe U
MOKCK YSI3BUMOCTEH B HUX MPOMCXOJUT HE TaK MHTEHCHBHO, Kak misa [IK, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

COBpCMCHHBIe MOOMIILHBIE 6pay3epLI YKC IPAKTHYCCKU JOTHAJIM HACTOJIbHBIC
dHAJIOT", OJHAKO PpaCHIUuPCHHC q)YHKHI/IOHaJ'Ia BJICUET 3a COOOH 6OJ'II>HIYIO CJIOKHOCTBb H
MCHBIIYIO 3alIIUIICHHOCTD.

I[aJ'ICKO HC BCC TIIPOM3BOJUTCIIM  BBIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKpPbIBAIOIIHC
KPUTHYICCKUC YA3BUMOCTHU OJIsI CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JIJIs1 0€30I1aCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBnseTcs mo-HacrosileMmy OecruiaTHbIM. Bynb ocToposkeH, Belb Korja
Te0e mpeaiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWE-TO TUIaTHBIC
YCIYTH;

Hymaii, pexxnae yem otrnpaBuTh SMS, ¢boTo win Buaeo. Thl TOYHO 3HACIIID, TJI€ OHU
Oya1yT B KOHEYHOM UTOTE?

Heob6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JIsI MOOUJIBHBIX TEIE(POHOB;

He 3arpy>1<a171 IMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHMKA, BSAb OHHU MOI'YT COACPKATb
BpCAOHOCHOC ITPOIrpaMMHOC 06ecnequHe;

[locne Toro Kak Thl BBIMJAECIIb C CaidTa, I7I€ BBOAWI JUYHYIO MH(POpPMALIMIO, 321 B
HacTpoiku Opaysepa u yaanu cookies;

[leproguyecku NpoBepsii, KAKUE TIJIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMJIBHOTO Tejie(poHA TOJBKO JIFOASM, KOTOPBIX Thl 3HACLIb U
KOMY JIOBEpSEIlIb;

Bluetooth momxeH ObITH BBIKJIFOYEH, KOTJa Thl UM HE Mojb3yelibcs. He 3aObiBait
WHOT/Ia POBEPSITH ITO.

Online urpwi

CoBpeMeHHbIE OHJAWH-UTPBI - 3TO KPacOUHbIC, 3aXBaThIBAIOIIHUE Pa3BJICUCHMUS,
O0OBEUHSIONINE COTHU THICSIY YEJIOBEK MO BceMy MUpPY. Mrpoku mcciaemayroT JTaHHBIA UM



MUp, OOLIAIOTCS APYr C JAPYroM, BBIMOJHSIOT 3a/aHus, CPaKarOTCs C MOHCTpPaMH U
MOJTy4aloT OMBIT. 32 YAOBOJIBCTBUE OHU IUIATAT: MOKYMAIOT IUCK, OIUIAYUBAIOT Aa0OHEMEHT
WM TIPUOOPETAIOT KaKUE-TO OIIUH.

Bce st cpencrBa MayT Ha INOAAEPKAHME W PA3BUTHE WIPHI, 4 TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPH3AIMH, BBITYCKAIOTCS HOBBIC MaT4H
(undpoBbIe 3aMIaTKU AJIs IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOMT OITaCaTbCia HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu
TBOCTO I1apOJId, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOPU3AIINHN OOJBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTA!

1. Ecnu npyroil urpok BeaeT cebs IJIOXO WIM CO3JaeT TeOe HEeNpUsSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. HO)KEUIYI?ICH AJIMUHUCTpPATOpPaM HUIPbBI Ha INIOXOC IIOBCACHHC J3TOIO HIPOKA,
KCJIATCIBbHO IIPHUIIOKHUTL KaKHC-TO JOKA3aTCIIbCTBA B BUJAC CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMALIHIO B Tpodaiine Uurpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble IaTYM U MOJIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlaxe BO BpeMs UIPbl HE CTOMT OTKIIIOYATh aHTUBUPYC. [loka ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

@OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OObIUHOM KpaXkel JEeHEeT W JIOKYMEHTOB CETOAHS YK€ HUKOrO HE YJIWBHIINb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH TEPEMECTUIINCh B HMHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " TIOOMMBIM" JICTIOM.

Tak mosiBUiIach HOBasi yrpo3a: MHTEPHET-MOUICHHMYECTBA WJIM (DUILMHT, IJIaBHAs
1EeJIb KOTOPOrO COCTOUT B MOJYYEHUHM KOH(PUACHIMAIbHBIX JAHHBIX IOJIb30BaTENCH -
JoruHoB M napoiieid. Ha anrnuiickom si3pike phishing unrtaercs kak ¢umunr (ot fishing -
pbIOHas J10BJIs, password - mapoJn).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouMm akkayHTOM. Eciu Thl momo3peBaelllb, 4TO TBOsI aHKETa Obljia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHUCTPATOPaM pecypca o0
ATOM KaK MOXHO CKOpee;

2. HWcnonb3yii Oe3omacHbie BeO-CAlThl, B TOM 4YHCIIC, WHTEPHET-Mara3uHoB W
MOMCKOBBIX CUCTEM;

3. Vcnonw3y#t coKHBIE U pa3HbIe Mapoyn. Takum 00pa3oM, eciiu TeOsi B3JIOMAaOT, TO



3JIOYMBITTUICHHUKHY TIOJIy4aT OCTYI TOJBKO K OJTHOMY TBOEMY MPO(MIIO B CETH, a HE KO
BCEM;

4. Econ Te0s B31OMaiM, TO HEOOXOAMMO MpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBlIeHBI y T€OS B JAPY3bSAX, O TOM, YTO T€OS B3JIOMajid M, BO3MOXKHO, OT
TBOEr0 UMEHH OyJI€T PacChUIaThCA CIIaM U CChUIKU Ha (PUILIMHIOBBIE CANTHI;

5. YcranoBu HaaexHsbIi napois (PIN) Ha MOOHITBHBIN Teae]oH;
6. OTKIIIOYM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBail (aityibl 1 Jpyrue BIOKEHHUS B MUCbMaX, J1a’K€ €CJId OHU MPHUIILIA OT
TBOUX Jipy3ei. Jlydlie yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Hailiibl.

Mudposas penyranus

[Mudposast penyranus - 3T0 HETaTUBHAS WK NO3UTHBHAsI MHQOpMaLMs B CETU O TeOe.
Komnpomerupyromas wuH@opManus, pa3MeElIeHHas B HMHTEPHETE, MOXET CEpPhE3HBIM
o0pa3oM OTpa3uThCsl HAa TBOEH peanbHON xu3HU. "Lludposas pemyrauua" - 3T0 TBOU
UMUK, KOTOPBIA (popmupyercsa u3 HHGOpMaLMK O TeOe B HHTEPHETE.

TBoe MeCTO JKUTENIbCTBA, y4ueObl, TBO€ (HDUHAHCOBOE TIOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U paccKas3bl 0 OJU3KUX - BCE 3TO HAKAIIUBACTCS B CETH.

MHorue noapOoCTKH JIETKOMBICICHHO OTHOCSATCS K ITyOJUKAIMU JIMYHOW HH(DOpMaIuu
B lHTepHeTe, HEe MOHUMAasi BO3MOYKHBIX IMOCIIECTBUN. ThI Jake HE CMOXKEIIhb JIOTaaaThCsl
0 TOM, 4T0o (oTorpadusi, pasMeIIcHHas S5 JCT Ha3aj, cTaja NMPUYMHON OTKa3a IPHHATH
TeOs Ha padoTy.

KommenTapuu, pasmenieHue TBoux Qororpaduii u npyrue JEHCTBUS MOTYT HE
MCUYE3HYTh JAaXE IIOCJIE TOrO, KAK Thl UX yAAJIHIIb. Thl HE 3HACLIb, KTO COXPAaHWI JTY
uH(pOpMallMIO, TIONaia JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO TMOJAYMAOT O TeOe OKpYXalollue IO, KOTOpble HAWIyT W yBUASAT 3To. Haiitu
MH(}OpPMAIMI0O MHOTO JIET CILYCTSI CMOXKET JIF000# - Kak M3 J0OphIX MOOYXACHUH, TaK U C
HaMEpEHUEM MPUYUHUTD BPEI. ITO MOXKET ObITh KTO YTOAHO.

OCHOBHBIE COBETHI MO 3allIUTE HU(PPOBOI permyTaluu:

1. Tlogymaii, mpexae 4yemM 4To-TO MyOJIMKOBATh U MepeaaBath y ceds B OJore Wid B
COILIMAJILHOM CETH;

2. B Hactpoiikax npo¢uisi ycTaHOBH OIpaHUYEHUsI HA POCMOTP TBOErO Mpopuiis u
€ro COAEP>KUMOTO, CAENal €ro TOAbKO "W npy3en";

3. He pa3memaii u He ykas3piBail HHPOpMAIKIO, KOTOpas MOXKET KOTro-Ju0o
OCKOPOJIATH MIIH OOMXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE TIKOJBHUKU - AKTHBHBIE TMOJB30BaTENM MU(PPOBOTO MPOCTPAHCTBA.



OpHako Najgexo He BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMMH BO3MOXKHOCTSIMH LIH(PPOBOTO
Mupa TpeOyeT coOIIt0IeH s PaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMun "uHTEIEKTyallbHAass COOCTBEHHOCTh"' OTHOCHUTCSI K PAa3NIUYHBIM TBOPEHHUSAM
YeJIOBEYECKOr0 yMa, HauWHasg C HOBBIX H300peTEHUl M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOAYKTHI M YCIYTHM, W 3aKaHUYMBas KHUTaMH, Qororpadusimu,
KMHO(MUIBMAMH U MY3bIKaIbHBIMHU MPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha WHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha
NPOU3BEACHUSI HAyKd, JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHME TMpaBa BBICTYIMAIOT B
KayecTBE TapaHTHH TOTO, YTO WHTEJUICKTYallbHBIN/TBOPUECKUI TpyJd aBTOpa HE OyneT
HaIpacHbIM, J1IaCT €My CIIPaBEIJIMBbIE BO3MOKHOCTH 3apaloTaTh Ha pe3yjbTaTax CBOETrO
TpyJla, MOJYyYUTh U3BECTHOCTh W Mpu3HaHue. Hukrto 0e3 pasperieHus: aBTopa HE MOXKET
BOCIIPOU3BOJIUTh €r0 IMPOU3BEJCHUE, PACHPOCTPaHATh, MYyOJUYHO JIEMOHCTPUPOBATH,
npojaBaTth, HWMIIOPTHPOBaTh, IMyckaTb B MPOKaT, IMyOJMYHO  MCIOJHSATB,
MOKa3bIBAaTh/UCTIONHATH B 3¢upe miu pa3memars B aTepHere.

Hcnonb3zoBanue '"mupaTckoro" mNpOrpaMMHOrO OOECIEUEHUsS MOMKET MNPUBECTH K
MHOTMM pPHUCKaM: OT TIOT€pU JaHHBIX K TBOMM aKKayHTam J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, IJIe YCTAHOBJIEHA HeNeraibHas nporpamma. He ctout Takxke 3a0bIBaTh, YTO
CYILLECTBYIOT JIETaJIbHbIE U OECIUIaTHBIE MPOrPaMMBbl, KOTOPHIE MOKHO HATH B CETH.

O nmoprase

CereBu4oK.p - TBOUM TJIaBHBIA COBETUYMK B CETH. 3]I€Chb Thl MOXEIIb y3HAaTh O
0€e30MacCHOCTH B CETH TOHSTHBIM U JIOCTYIHBIM $I3bIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKON CUTYaIlMU OOPATUTHCS 32 COBETOM. A TaKXke MPUHATH Y4acTHE B KOHKypcax
Y CTaTh CaMbIM IU(PPOBBIM IPAKTAHUHOM!
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