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NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIUXCS 11T PASMEIIEHUS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXXAbIM I'OAOM MOJIOACKHN B MHTCPHCTC CTAHOBUTHLCA 6OJ'IBH_IG, a MKOJIbHUKHW OOJHH
U3 CaMbIX AaKTHUBHBIX IIOJIb30BaTEIlICH PYHeTa. MC)KI[y TCM, IIOMHMO OI'POMHOIO
KOJINYCCTBA BO3MO}KHOCT€ﬁ, HHTCPHCT HCCCT U HpO6JICMLI. OTa nmamMmsTKa JOJIDKHA ITIOMOYb
TeOe Oe301macHo HaXOIHUTHCA B CCTH.

KomnbrorepHbie BUPYChI

KOMIIBIOTEPHBIIE  BUPYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IIPOrPAMM,
OTIUYUTEIHHOH OCOOCHHOCTBIO KOTOPOW SIBJSIETCSI CIIOCOOHOCTh K pa3MHOXKEeHHUIo. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTHIO YHUUTOXKUTh BCE (pailiibl
U JaHHbIe, MOJAKOHTPOJBbHBIE IMOJB30BATEN0, OT HMMEHHM KOTOPOro ObLIa 3amyllieHa
3apakKeHHasl MPOrpaMma, a TaKXKe IMOBPEINUTh WIM JAKE YHUYTOXKHUTH ONEPALUOHHYIO
cucteMy co BcemH (paiiaMud B LEeJIOM. B OONBIIMHCTBE CIy4aeB pPACHPOCTPAHSIIOTCS
BHUPYCHI 4EPE3 UHTEPHET.

MeTonp! 3aUThI OT BPEIOHOCHBIX POrPaMM:

1. Hcnonp3yli COBpEMEHHBIE OIEPAMOHHBIE CHUCTEMBI, HMEIOLIUE CEPbE3HBIN
YPOBEHbB 3aIUTHl OT BPEJOHOCHBIX IIPOTPaMM;

2. IlocTtosiHHO ycTaHaBnuBail nmaytu (HU(POBHIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKU
YCTaHaBIUBAIOTCA C IE€JIbI0 JOPAaOOTKU MpOrpaMMbl) U JApyrue OOHOBJIEHHS CBOEH
orepanoHHOM cucteMbl. CkaunMBail UX TOJIBKO ¢ OUIMAIBHOTO caifta pazpadoTunka OC.
Ecnu cymecTByeT pexuM aBTOMaTHUECKOro OOHOBIJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha CcBOeM KOMIBIOTEpE TMOJ NpaBaMu MOJb30BATENsA, a HE
aJIMUHUCTpATOpPa. ODTO HE TO3BOJUT  OOJBIIMHCTBY BPEJOHOCHBIX MPOrpamMm
MHCTAJIMPOBATHCS HA TBOEM MIEPCOHATIEHOM KOMIIBIOTEPE;

4. Mcnonp3yii aHTUBUPYCHBIE IPOTPAMMHBIE ITPOAYKTHI U3BECTHBIX ITPOU3BOIUTEIICH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yii BHEIIHUE HOCUTENIN UH(POPMALIMH, TaKUE KakK (iellika, JUCK Win (aiin
W3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEpHBIE (Dailyibl, MOTYYEHHBIE U3 HEHAJIEKHBIX UCTOYHUKOB.
JHaxxe Te ¢aiibl, KOTOpbIE MPUCTAl TBOW 3HAKOMBIN. Jlydllle yTOUHH y HEro, OTIPaBIISLI
JM OH TeOe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BuJI mepeadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH/I, MapKa.
Eme B 1991 rony Huaepnanickass koMmmanusi 3apeructpupoBaia opena "WECA", uro
o0o3nauano crnoBocoueranue "Wireless Fidelity", xoTopwiii mnepeBoauTcs  Kak
"GecnpoBoHAS TOYHOCTH".

Jlo Hamero BpeMeHHU Jolja Japyras abOpeBuaTypa, KOTOpas SIBIISIETCA TaKOW XKe
TexHosorueil. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO J1aHO C HAMEKOM Ha
CTaHJapT Bbicuied 3ByKoBoWM TexHukud Hi-Fi, yTto B mepeBoje o3HauaeTr '"BbICOKas
TOYHOCTB".



Jla, GecruiaTHBIN HHTEPHET-I0CTYM B Kade, OTEsIX U adpONopTax ABISETCS OTIMYHOM
BO3MOYKHOCTBIO BbIXOJAa B MHTepHEeT. Ho MHOrme SKCHepTbl CUHMTAOT, 4YTO
obmenoctynusie Wi-Fi cetn He SABISIOTCS 6€30TIaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PadOTHI B 00MIEOCTYMHBIX ceTssx Wi-fi:

1. He nepenaBaii cBoro nauuHyro nHpopmanuio yepes odmienoctynusie Wi-Fi cetn.
PaboTas B HuX, *enaTelIbHO HE BBOAUTH NApOJIH J0CTYMa, JIOTHHBI U KaKUE-TO HOMEPA;

2. Vcionb3yii 1 OOHOBIIANM aHTUBHPYCHBIE MPOrpaMMbI U Opanamayep. Tem cambiM
Thl 00€30MaculIb ce0sl OT 3aKaUKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3zoBanun Wi-Fi otkmoun ¢ynkuuio "OO0mmit goctyn k ¢ainam u
npuntepam". JlaHHas (QYHKIMS 3aKphiTa 1O YMOJYaHHIO, OJIHAKO HEKOTOpPbIE
[I0JIb30BATENIN AKTUBUPYIOT €€ I y100CTBa UCII0JIb30BAHUA B paboTe Uiu yueoe;

4. He ucnonb3yit nyomuunbiii WI-FI 115 nmepenaun TUYHBIX TaHHBIX, HAIPUMED IS
BBIXOJ]a B COLIMAJIBHBIE CETH WIN B 3JIEKTPOHHYIO I1OYTY;

5. Wcnone3yii Toapko 3anmuieHHoe coenuuenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOmmpHOM Tenedone otkiaroun (ynkmuio "Tloaxmouerne k- Wi-Fi
aBromatuyecku". He qomyckail aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOUCTBA K ceTaM Wi-
F1 6e3 TBoero cornacus.

CouuajbHble ceTH

ConuanbHble CETH aKTUBHO BXOJIAT B Hally U3Hb, MHOTHE JIFOJHU paOOTAIOT U JKUBYT
TaM IOCTOsIHHO, a B Facebook y»xe 3aperucrpupoBaH MUIUIMAp/ YEJIOBEK, UYTO SIBIISETCS
OJIHOM CEIbMOM BCEX JKHUTENEH IIaHEeThl. MHOrume Ioib30BaTead HE IOHHUMAKOT, 4TO
uHpopMalus, pa3MEUIeHHAass MMH B COLMAIbHBIX CETAX, MOXET ObITh HalJaeHa U
HCIIOJIb30BaHa K€M YTOJIHO, B TOM UHCJE HE 00A3aTENbHO ¢ OJIarMMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIBHBIX CETSIX:

1. Orpannyb cnmcok Apy3eil. ¥ TeOs B JIpy3bsiX HE JODKHO OBITh CIydallHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuMinaidl cBOK 4YacTHYO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca, AaTy
TBOETO POXACHUS M APYIYIO JHUYHYIO HWH(OpManuio0. 3I0YMBIIUICHHUKA MOTYT
MCIIOJIb30BaTh JJaXke MH(OPMAIIMIO O TOM, KaK Thl U TBOM POAUTENN IUIAHUPYETE MPOBECTU
KAHUKYJIbI;

3. 3ammiai cBO penyTaluio - Iep>KU €€ B UUCTOTE U 3a/laBail ce0e BOIpOC: XOTel
Obl ThI, YTOOBI ApyTrue MOJB30BATENM BUIENH, UYTO Thl 3arpyxaemb? [lomymail, npexnae
YeM YTO-TO OIyOJIMKOBaTh, HAIUCATh U 3arPY3UTh;

4. Eciii Tl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE pPEAIbHOE
UMS U IpYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIbCTBA, MECTO yueObl U IPOUEE;

5. W3z0Gerait pasmemenuss ¢Qororpaduii B MHTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpauuu B COUUAIBHOM CETH HEOOXOAMMO HCIOJIB30BATH CIIOXHBIC
MapoJiv, COCTOSLIME U3 OYKB U (P U C KOJMYECTBOM 3HAKOB HE MEHEeE §;

7. i colMalbHOM CETH, MOYTHI U JPYTUX CaWTOB HEOOXOAUMO HCIOJIH30BATh
pazuble maponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU MOJyYaT AOCTYM
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



JJIEKTPOHHBbIE JeHbIH

DJEeKTPOHHBIE IEHBIH - 3TO OYEHb YIAOOHBIN CIIOCO0 MIaTeXel, OTHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TH JCHBIH.

DNEeKTPOHHbBIE ICHBI'U MOSBUINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX
rocyAapcTBax 0 CHUX IOp HE IPOIKUCAaHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKITMOHMPYIOT M O HUX YK€ IMPOMHCAHO B 3aKOHE, TN UX
pa3zeNsA0T Ha HECKOJBKO BHJIOB - aHOHMMHBIE M HE aHOHHMMHBbIE. Pa3HHIIa B TOM, YTO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcsi IpOBOIUThH onepauu 0e3 uiaeHTuGpuKamum
M0JIb30BATEIsl, @ B HEAHOHUMHBIX UJECHTU(DUKAIUS TTOJIb30BATEINS SIBIISIETCS 00s3aTEIbHOM.

Taxoke crnemyer pa3nuyarh 3JIEKTPOHHbIE PUaTHBIE EHbIU (PaBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HE(UATHBIC IEHBIH (HE PAaBHBI TOCYIAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON PabOTe C INEKTPOHHBIMU JIEHbAMU:

1. TlpuBsiku kK cueTy MOOWIIbHBIN TelaedoH. ITO caMblil yIOOHBIA U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JIOCTYM K cyeTy. [IpuBsi3aHHbIN TeneQoH MOMOXKET, eciau 3a0ynenib CBOH
TJIATEKHBIN MTApOJIb WIN 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnionw3yit ogHopazoBeie mapoiu. [locie mepexoaa Ha YCHICHHYIO aBTOPH3AITHIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPAa)KU WJIM MEepeXBaTa MIaTeKHOIo MapoJis;

3. BriGepu cnoxnbiii mapons. [IpecTynHukam OylieT HE MPOCTO YrajaTh CIOKHBIN
napoib. HazjexxHele maponu - 3TO HapojiM, KOTOPbIE COJAEpKAT HE MEHee 8 3HAaKOB U
BKJIIOYAIOT B c€0s1 CTPOYHBIE U MPOMUCHBIE OYKBBI, IUPPHI U HECKOJIBLKO CUMBOJIOB, TAKUE
KaK 3HaK JoJuiapa, pyHTa, BOCKIUIATeNbHBIN 3HaK  T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSICIIb.

JJIeKTPOHHAs MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUS U IIPETOCTABIISIEMBIE €10 YCIIYTH 10 IEPECHIIKE
U TMOJYYEHUIO AJIEKTPOHHBIX COOOIIEHWI, KOTOpPBIE PACHpENessiioTCsl B KOMIIBIOTEPHOU
cetd. OOBIYHO 3JIEKTPOHHBIA TOYTOBBIM SIIMK BBITJSIUT CIECAYIOIIMM 00pa3oM:
UMs_TIOJIb30BaTESI(@UMS_JToMeHa. Takke KpoMe Iepelayd MpOCTOro TEKCTa, MMEETCS
BO3MOKHOCTh NIepe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh HpaBWIIbHBIA MOYTOBBINA cepBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4llle JOBEPATHh TEM, KOrO 3HACIIb U
KTO NIEPBBIA B PEUTUHIE;

2. He yka3bIBaii B IMYHOM MouTe JUYHYIO0 HHpopManuio. Hanpumep, myudrie BeIOpaTh
"My3bIkanbHbIN paHaT@" win "pok2013" BmecTo "Temal3";

3. Hcrnonp3yil JIBYX3TalmHYH AaBTOPU3ALMIO. JTO KOTJa INOMHMO IapoJil HYKHO
BBOJUTH KOJI, TpUChLIaeMblii o SMS;

4. Boibepu CI0XHBIM TapoJib. |1 KaXX0ro MOYTOBOIO SIIWKA JIOKEH OBITH CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Eciii ecth BO3MOXKHOCTh HalMcaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCTIOJIB3YH ITY
BO3MO>KHOCTB;

6. HMcronbs3yli HECKOJIBKO MOYTOBBIX SAIIMKOB. [IepBBI 111 YaCTHOM IMEPENHCKU C
azpecaTaMy, KOTOPBIM Thl JIOBEpSACIIb. JDTO AJIEKTPOHHBIN aIpec HE HAAO MCIIOIb30BaTh
MIpU pErUCTpalvK Ha popymax U canTax;

7. He oTkpeiBaii (hailsibl U Jpyrye BIOKEHUS B MUCbMax, JaXe €CJIM OHU MPUIILIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (paiisbl;



8. Ilocne okoH4yaHusi pabOTHI Ha MOYTOBOM CEPBUCE Mepes 3aKPHITUEM BKIIAIKU C
caifToM He 3a0yab HaXKaTh Ha "Beriitu".

KubepOy/JIMHT WM BUPTYyaJbHOE U3/1€BATEIbCTBO

KubepOymauHr - mnpecienoBaHHe COOOIMICHUSIMH, COJEPKAIIUMH OCKOPOJICHHUS,
arpeccuro, 3alyrMBaHHE; XYJIHMIaHCTBO; COLHUAIbHOE OOMKOTUPOBAHHE C IOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHTOM:

1. He 6pocaiics B Ooii. JIydmuii crioco0: mMOCOBETOBAThCS Kak ce0s BECTH U, €CJIU HET
TOTO, K KOMY MOHO 00OpaTUThCSA, TO BHAYaje YCIMOKOUTHCA. Eclii Thl HaYHENIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €111e OOJIBIIE pPa30kKKETh KOHPIUKT;

2. Yupasnsii cBoe kubeppernyTanue;

3. AHOHUMHOCTH B ceTH MHHMas. CylllecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crout BecTH XyJaUTaHCKHI 00pa3 BUPTyalbHOU xu3HU. HTEpHET (puKcupyer
BCE TBOU JCHCTBUS U COXPAHAET UX. Y JAIUTh UX OyJEeT KpalHe 3aTpyIHUTEIIbHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHu4HbIM HeraTuB. OIHOpA30BbIE OCKOPOUTENBbHBIE COOOIICHUS
Jy4uie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs: Ha Ha4ajabHOUW CTalnu;

7. ban arpeccopa. B mnporpammax oOMEHa MIHOBEHHBIMU COOOIIEHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKMPOBKM OTHPAaBKH COOOLIEHUH C
OIIPENICIICHHBIX aJPECOB;

8. Ecimmu 1Bl cBuuerens kuOepOysumHra. TBoW A€MCTBUS: BBICTYOUTb IPOTUB
IpeciaenoBaTes, 10Ka3aTb €My, 4YTO €ro JIEUCTBUs OLICHUBAIOTCA HEraTUBHO, IOJAEPKATh
KEPTBY, KOTOPOH HyXHa IICHXOJOTHYECKasi MOMOIlb, COOOLIUTh B3pPOCIBIM O (QaKTe
arpeCcCUBHOIO IOBEACHUS B CETH.

MooOuibHbIN Tes1edoH

CoBpeMmeHHbIE CMapT(POHBI M TUIAHIIETHI COJEPKAT B ceO€ BIOJHE B3POCIBIM
(yHKITMOHAJ, ¥ TENEepPb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIBLIOTEPAMH.
OnHako, CpeaCTB 3alIUThI JJIs TOJOOHBIX YCTPONUCTB MOKA OYE€HBb Majo. TecTUpoBaHUE U
TOUCK YSI3BUMOCTEN B HUX MPOUCXOJAUT HE TaK MHTEHCUBHO, Kak mid IIK, To xe camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHBIC
aHaJIOTH, OJJHAKO paciiupeHre (QyHKIMOHAIa BIEYET 3a CO00il OOMIBIIYI0 CIOXHOCTH U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He BCe MPOU3BOJUTENTH BBIMYCKAIOT OOHOBIICHMS, 3aKPBIBAIOIIUE
KPUTHUYECKHE YSA3BUMOCTH I CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacrosiieMmy OecruiaTHbIM. Bynb ocToposkeH, Belb Korja
Te0e mpeaiaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHWeE-TO TUIaTHBIC
YCIIyTH;

Hywmaii, npexnae yem otnpaBuTh SMS, ¢hoTo wiu Buaeo. Thl TOYHO 3HACIIb, TJI€ OHU
OyyT B KOHEUHOM UTOTE?

Heo6xo01uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBbI JIsl MOOMIJIBHBIX TeNIe()OHOB;

He 3arpy»xail mpuiaoKeHusi OT HEM3BECTHOTO UCTOYHHKA, BEAb OHU MOTYT COAEPXKaTh



BPEIOHOCHOE MPOTrpaMMHOE 00€CIIeUeHHE;

[Tocne Toro kaxk Thl BBIHACIIb C caiiTa, I/i€ BBOJAWI JUYHYIO MH(OPMALINIO, 3aii1u B
HACTPOIiKu Opay3epa u yaanu cookies;

[lepuoanuecku mpoBepsii, KaKue IIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOt HOMEp MOOMJIBLHOTO Tele(oHa TOIBKO JIFOASM, KOTOPBIX Thl 3HACIIH U
KOMY JTOBEpSICIIIb;

Bluetooth gomken ObITh BBIKIIOYEH, KOTJAa Thl UM HE MoJb3yemibes. He 3a0biBaii
MHOT/1a IPOBEPSATH 3TO.

Online urpsbi

CoBpeMEHHBIE OHJIAMH-UIPBI - 3TO KPAaCOYHbIE, 3aXBaTHIBAIOIINME PA3BICUCHMUS,
OOBEIMHAIOIINE COTHU THICSY YEJIOBEK M0 BceMy MHUpY. Urpoku MccienyroT JaHHBIM UM
MHUp, OOIIAIOTCS APYr C JIPYIOM, BBIINOJIHAIOT 33JaHUS, CPaKalOTCsl C MOHCTpaMU U
MOJIyYarOT ONBIT. 3@ yIOBOJIBCTBUE OHU IIATAT: MOKYIAKOT JAUCK, OMJIAYUBAIOT ADOHEMEHT
WM IPHOOPETAIOT KaKUE-TO OIIIUH.

Bce 3Tn cpenctBa MAYT HAa MOJJEPKAHWE M PA3BUTHE WIPhI, a TAKXKE Ha camy
0€301acHOCTh: COBEPUICHCTBYIOTCS CHUCTEMBI aBTOPHU3ALMH, BBIIMYCKAIOTCA HOBBIE MaT4d
(urdpoBbIe 3aMIaTKH 17151 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nog00HBIX UTpax CTOUT OMACaThCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXkH
TBOETO MapoJisd, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALMH OOJIBILIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO UTPOBOT'0O aKKayHTA:

1. Ecnmu ngpyroit urpok BeneT cels IIOXO WM co3faeT Tede HEeNpUSITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Iloxamylicds agMUHHCTpAaTOpaM WIPHl Ha IUIOXO€ ITOBEJEHUE 3TOrO0 HIPOKa,
KEJATEJIbHO PWIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muuHyto uHbopmMaiuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBail HeopuuanbHbIe IaTYU U MO/JIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlaxxe BO BpeMsl UIpbl HE CTOMT OTKIIIOYATh aHTUBUpPYC. [loka ThI urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WM KPaXKa JUYHBIX JAHHBIX

OOBIYHOM Kpaxel JeHer W JOKYMEHTOB CEroJlHA YK€ HUKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJOTHM 3JIOYMBIIUICHHUKH [EPEMECTWINCh B HHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " MIOOMMBIM" JICTIOM.

Tak mosBWIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUINMHT, TJIaBHAS
[[eJIb KOTOPOTO COCTOUT B TOJYYEHUM KOH(PUACHIIMAIBHBIX JTAHHBIX MOJIH30BATENCH -
JIOTUHOB | mapoiieid. Ha anrnuiickom si3bike phishing unrtaercs kak ¢umunr (ot fishing -
pbIOHas JTOBIIs, password - mapoJnb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojao3peBaelb, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca o0
ATOM KaK MOXHO CKOpee;

2. Hcnonw3yit Oe3omacHbie BeO-CailiThl, B TOM YHCJE, WHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Vcnonw3y#t coKHBIE U pa3Hble Mapoyn. Takum 00pa3oM, eciiu Te0s B3JIOMAIOT, TO



37IOYMBIIUICHHUKH MOJIyYaT JOCTYH TOJBKO K OJHOMY TBOEMY NMPOQHIIIO B CETH, a HE KO
BCEM;

4. Econ Te0s B3nOMaiM, TO HEOOXOAMMO MpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBlIeHBI Yy T€0S B JAPY3bSAX, O TOM, YTO T€Os B3JIOMaMd U, BO3MOXHO, OT
TBOETO UMEHH OYyJIET pacChlIaThCS CIaM U CChUTKU Ha (PUIIMHTOBBIC CANTHI;

5. YcranoBu HaaexHsbIi napois (PIN) Ha MOOHITBHBIN Teae]oH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBail (paiiabl U Jpyryue BIOKEHHS B MUCbMax, Ja)e €CIM OHU MPUIUINA OT
TBOUX Jpy3ei. Jlydllle yToOuHU y HUX, OTIPABIISUIN JIU OHU TeOe AT (PaiIbL.

Mudposas penyranus

[Tudposast penyranus - 3T0 HETaTUBHAS WM NO3UTHBHAsI MHQOpMaLMs B CETU O TeOe.
KoMmnpomerupytomass uHpOpManus, pa3MeUIeHHass B HMHTEPHETE, MOYKET CEPbE3HBIM
o0pa3oM OTpa3uThcs Ha TBOEH peanbHO# *ku3HU. "Lludposas pemyrauusa" - 3T0 TBOH
UMUK, KOTOPBIN (hopMupyeTcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MeCTO JKUTENbCTBA, y4ueObl, TBO€ (HPUHAHCOBOE IIOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noapoCTKH JErKOMBICIIEHHO OTHOCATCA K Iy OJIMKAIMK JIMYHON MH(pOpMAaLUH
B MHTEepHeTe, HE MOHMMAasi BO3MOXKHBIX MOCIEACTBUM. ThI 1ake HE CMOXEIIb JOTraaThCs
0 ToM, uTo (oTorpadus, pa3MelleHHas 5 JIeT Ha3aj, cTajla MPUUYMHON OTKa3a MPHUHATH
TeOs Ha padoTy.

KomMmenTapuu, pa3menienue TBoux ¢ororpaduil M Apyrue JIeHCTBUS MOTYT He
MCYE3HYTh AaXXE IMOCJIE TOro, Kak Thl MX YJaIMIIb. Tbl HE 3HACHIb, KTO COXPAaHWI 3TY
uH(pOpMalMIO, TIOMa]a JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
4YTO MOAYMAlT O TeOe OKpY)KAIOIIME JIIOAU, KOTOpble HAlAyT W YBUIAAT 3To. HaliTu
MH(GOPMALIMI0O MHOTO JIET CITYCTSI CMOXET JIF000M - Kak M3 JOOpbIX MOOYXKIECHUH, TaK U C
HaMEpEHUEM MPUYUHUTH BPE. ITO MOMKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 1O 3alUTE HU(PPOBOI peryTaluu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJIMKOBATh M MepeaaBarh y ceOs B OJore Win B
COILIMAJILHOM CETH;

2. B Hactpoiikax npoduiisi yCTAaHOBH OIpaHUYEHHUS HA IPOCMOTP TBOETO MPOPUIIS U
€ro COAEP>KUMOTO, CAENal €ro TOIbKO "W npy3en’;

3. He pa3memail u He yka3biBail HHPOpMALMIO, KOTOpas MOXKET KOro-indo
OCKOPOJISITH MJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKM - aKTUBHBIE MOJIb30BaTeNM LU(POBOrO MPOCTPAHCTBA.
OpHako Najgeko He BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOKHOCTSIMHU LIM(PPOBOTO
MHUpa TpeOyeT COOMI0ACHUS TIPaB Ha HHTEIUICKTYaIbHYIO COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyallbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3MYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yYMa, HAauMWHas C HOBBIX H300pETEHUH W 3HAKOB, 0003HAYAIOMIMX
COOCTBEHHOCTh Ha MPOJAYKThl W YCIYrdM, W 3aKaHuMBas KHUTamH, ¢GoTorpausimu,
KUHO(PHIbBMaMH ¥ MY3bIKaJIbHBIMU IPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO IMpaBa Ha HWHTEJUIEKTYallbHYI0O COOCTBEHHOCTh Ha
MMPOU3BEACHUS HAyKH, JIATEPATypbl M HCKYCCTBA. ABTOPCKHE ITpaBa BBICTYHAKOT B
KauecTBe rapaHTHH TOr0, YTO HMHTEJUIEKTYaJbHBIA/TBOPUYECKUN TPy aBTOpa HE Oyner
HAIpPACHBIM, 1aCT €My CIPaBeIJMBbIE BO3MOXKHOCTU 3apalOTaTh HA pe3ysbTaTax CBOETO



TpyZJa, NOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukto Oe3 paspelieHus aBTopa HE MOXKET
BOCIPOU3BOANTh €r0 TMPOU3BEACHHE, PACHpPOCTPaHATh, MYOIMYHO JIEMOHCTPUPOBATH,
npojaBaTh,  WUMIOPTUPOBATh, IyCKaThb B  MpOKAaT, MyOJIMYHO  HCIHOJHSATH,
MOKa3bIBATh/UCIIONIHATH B 3(pupe miu pazmemiats B uTepHere.

Hcnonp3oBanue "mUpaTcKoro" MNpOrpaMMHOTO OOECHEeUeHUsT MOXKET MPUBECTH K
MHOTUM pHCKaM: OT TMOTEpH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO
YCTpOICTBa, Iie YCTAaHOBJIEHA HejleraiabHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO
CYIIECTBYIOT JIeTalIbHbIE U OECIUIaTHBIC IPOTPAMMBI, KOTOPbIE MOKHO HAMTH B CETH.

O noprane

CereBu4OK.p - TBOUM TIJIaBHBIA COBETUYMK B CETH. 3]1eChb Thl MOXEIIb y3HAaTh O
0€e30MacCHOCTH B CETHM TOHSTHBIM U JIOCTYNHBIM $I3bIKOM, a IpPU BO3HUKHOBEHUU
KPUTHYECKON CUTyaIlMd OOPAaTUTHCS 32 COBETOM. A TaKkKe MPUHATH y4acTHE B KOHKypCax
U CTaTh CaMbIM HU(PPOBBIM IpaxTaHUHOM!

[Ipunoxenue N 3

INAMSATKA J1JIs1 POJUTEJIEX Ob UTH®OPMAIIMOHHOM FE30IMACHOCTH
NETEN

Omnpenenenue TepMuHa "WHGOPMAIMOHHAS OE€30MAaCHOCTh JAeTed" COACPKHUTCS B
®enepansHom 3akoHe N 436-D3 "O 3amure nerei ot MHPOPMaLIUU, TPUUUHSIONIEH Bpe
UX 3JI0POBBIO U Pa3BUTHIO", pETYIUPYIOIINM OTHOIIEHUS, CBS3aHHBIE C 3aIIUTON AETEH OT
uH(pOpMaIuu, TPUUUHSIONIEH Bpe UX 370pOBbI0 U (Win) pazButuio. CorjacHO JaHHOMY
3aKOHY "MH(pOpPMAIMOHHA 0€30MaCHOCTh JeTel" - 3TO COCTOSHHUE 3aIIUIIEHHOCTH, MPH
KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C MNpUYMHEHUEM uHMOpMaIumeln Bpeda uX
310POBBIO U (WIH) PU3NUECKOMY, ICUXUYECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHbopmanueid, TpUYUHSAIONIEH Bpea
3I0POBBIO U (WJIM) PA3BUTHUIO JACTEH, IBISACTCS:

1. uadopmarus, 3anpenieHHas Jjisi pacCpoCTPaHESHUS CPEAU IETEH;

2.  undopmalus, pacnpocTpaHEHUE KOTOPOHM  OTrpaHUUYEHO Cpeau  JeTel
OTIPE/ICIICHHBIX BO3PACTHBIX KATETOPHUH.

3. K undopmanmu, 3anpenieHHon A1l paclpOCTPaHEHUs CPEIU I€TeH, OTHOCUTCS:

4. nadopmanus, moOyKaaromas JIeTeil K COBEPIICHUIO ACHCTBUH, TIPEACTABIISIOIINX
YIpo3y WX JKU3HU W (W) 3I0pOBHIO, B T.4. NMPUYMHEHHUIO Bpela CBOEMY 370POBBIO,
caMOyOUICTBY;

5. crmocoOHOCTh BBI3BATh y JIETEH >KeJaHUE YMOTPEOUTh HAPKOTHUECKHE CPENICTBA,
MICUXOTPOTMHBIC U (W) OAYPMAHUBAIOIINE BEIIECTBA, TAOAUHbIE HU3JIENHS, AIKOTOJIBHYIO U
CIIUPTOCOAEPIKALLYIO MPOIYKIHIO, MUBO U HAMUTKH, U3TOTABIMBAEMBIE HA €r0 OCHOBE;
MIPUHATH YYaCTHE B a3apTHBIX UTpaxX, 3aHUMATHCS MPOCTUTYIIMEH, OPOITKHUUESCTBOM UJITU
MONPOIIANHUYECTBOM;

6. 0OOCHOBBIBAIOIIAS WM OMNpaBAbIBatONIas JOMYCTUMOCTh HAcWiIus W (WIH)
KECTOKOCTH JIMOO TOOYXKJIarIiasi OCYIIECTBIATh HACWIHCTBEHHBIC JICUCTBUS IO
OTHOIIICHUIO K JIFOJSM U )KUBOTHBIM;

7. oTpuLaOIIas CeMEWHbIE LIEHHOCTU U (GOpMUpYIOLIasi HEYBaXKEHUE K POAUTENAM U
(WIK) APYrUM 4jieHaM CEMBbU;

8. ompaB/pIBaroIIasl IPOTUBONPABHOE MTOBEICHHUE;



